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1.0 INTRODUCTION 
 

The purpose of this Test Plan is to document the procedures that Wyle will follow to perform 
testing of the Electronic Voting Support Wizards (EVSW) and the  

, to the security requirements set forth in Section 5 “Security” of the Uniformed and 
Overseas Citizens Absentee Voting Act (UOCAVA) Pilot Program Testing Requirements. 
  
At test conclusion, the results of all testing performed as part of this test program will be 
submitted to the Federal Voter Assistance Program in the form of a final report. 

 
1.1 References 
 

The documents listed below were used in the development of the Test Plan and will be utilized to 
perform certification testing.  

 Uniform and Overseas Citizens Absentee Voting Act Pilot Program Testing 
Requirements, August 25, 2010 

 NIST 800-63 Electronic Authentication Guideline Standards 

 Wyle Laboratories’ Quality Assurance Program Manual, Revision 5 

 ISO 10012-1, “Quality Assurance Requirements for Measuring Equipment” 

 NIST SP800-57 

 FIPS 140-2 
 

A listing of the Technical Package Documents (TDP) submitted for this test effort is listed in 
Section 2.0 Deliverable Materials. 

 
1.2 Terms and Abbreviations 
 

Table 1-1 defines all terms and abbreviations applicable to the development of this Test Plan. 
 

Table 1-1 Terms and Abbreviations 
 

Term Abbreviation Definition 

Commercial Off the Shelf COTS --- 

  --- 

Election Management System EMS --- 
Equipment Under Test EUT --- 
Electronic Voting Support 
Wizards EVSW --- 

Federal Voter Assistance 
Program FVAP 

Government organization that provides U.S. 
citizens worldwide a broad range of non-
partisan information and assistance to 
facilitate their participation in the democratic 
process. 
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1.0 INTRODUCTION (CONTINUED) 
 
1.2 Terms and Abbreviations (continued) 

 
Table 1-1 Terms and Abbreviations (continued) 

 
Term Abbreviation Definition 

Help America Vote Act  HAVA Act created by United States Congress in 
2002. 

National Institute of 
Standards and Technology NIST 

Government organization created to promote 
U.S. innovation and industrial 
competitiveness by advancing measurement 
science, standards, and technology in ways 
that enhances economic security and 
improves our quality of life. 

Specimen Under Test SUT --- 

Technical Data Package TDP 
Manufacturer documentation related to the 
voting system required to be submitted as a 
precondition of certification testing. 

Uniformed and Overseas 
Citizens Absentee Voting Act UOCAVA 

U.S. federal law dealing with elections and 
voting rights for the U.S. citizens residing 
overseas. 

Voting System Test 
Laboratory VSTL EAC accredited third party test laboratory.  

Wyle Operating Procedure WoP Wyle Test Method or Test Procedure 
 

1.3 Testing Responsibilities 
 

Wyle, an accredited VSTL, will test the EVSW and  as specified in this 
Test Plan.  The testing will verify that the submitted systems conform to Section 5 of the 
UOCAVA Pilot Program Testing Requirements. 
 
All testing will be conducted under the guidance of Wyle, by personnel verified by Wyle to be 
qualified to perform the testing.   
 

1.3.1 Project Schedule 
 

The following table provides the contractual dates agreement between FVAP and Wyle: 
 

Deliverable Time Date 
Start Date --- March 21, 2011 
Test Plan, Test Cases and Test Matrix Delivery 20 Days April 18, 2011 
Test Case Execution 30 Days May 30, 2011 
Test Report Submission 10 Days June 13, 2011 

 
 
 
 





Page No. 4 of 9 
Wyle Test Plan No.  T58371.01-01 

 

 

WYLE LABORATORIES, INC. 
Huntsville Facilities 

 

1.0 INTRODUCTION (CONTINUED) 
 

1.4 Target of Evaluation Description (continued) 
 

 
 

Figure 1-1  End-to-End System Illustration 
 

This test campaign includes one end-to-end solution: 
 

 
 

2.0 MATERIALS REQUIRED FOR TESTING 
 
The materials required for this test campaign include test software and hardware as well as the 
system hardware and software.  Some manufacturers submitted test systems consisting of 
preloaded software on manufacturer’s hardware platforms in Wyle’s control.  Other 
manufacturers had live systems that Wyle only had remote access to.  This hardware is not being 
documented in this section. 
 

Table 2-1 Submitted Hardware and Software 
 
Submitted System Under Test (SUT) Hardware Platform 

 UOCAVA Overseas Voting Server Apple PowerPC G4 CPU 
Host Operating System  OS X version 10.5.8 

 Host Software Environment  Ruby on Rails,   
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3.0 TEST SPECIFICATIONS 
 

3.1 Requirements 
 
The strategy for evaluating the documented systems described in Section 2 of this document is to 
divide the UOCAVA Section 5 requirements into three main test areas: functional, cryptographic, 
and penetration..  Wyle has determined this to be the most efficient and thorough approach. The 
individual requirements have been mapped to specific test cases in Appendix A    “Requirements 
Matrix” for each system under test.   
 

3.1.1 Functional Tests 
 
The functional test area will focus on inspection, review and execution as the primary test 
methods.  Individual test cases have been design using manufacturer’s documentation, 
architectural documents and security specifications.  These test cases are being submitted with 
this Test Plan as Appendix B.  Each test case is defined with a written script.   The test consists of 
executing each step of the script, recording observations and relevant data as each step completes.   
The date and time of the start and stop of each test will be recorded.   At the end of each test, the 
test conductor will collect all log records and all input and output data.  
As the test is conducted any unexpected conditions or incorrect actions will be recorded and any 
suspected malfunction will be recorded as an exception report and provided to the vendor.   The 
test conductor will continue the test case unless the malfunction invalidates or prevents further 
testing.  
 
The functional tests are designs to cover the requirements in the following sections of the 
UOCAVA Pilot Program Testing Requirements: 

5.1 Access Control 

5.2 Identification and Authentication 

5.4 Voting System Integrity Management 

5.5 Communication Security 

5.6 Logging 

5.7 Incident Response 

 
3.1.2 Cryptographic Tests 

 
The cryptographic test area will focus on inspection, review and execution as the primary test 
methods.   All cryptography will be tested for functionality, strength and NIST compliance, no 
matter which one of the three purposes it serves in the voting system, Confidentiality, 
Authentication or Random Number Generation (RNG).  Those systems that generate 
cryptographic keys internally will be tested for key management.  This includes the generation 
method, security of the generation method, seed values and RNG health tests.  Key establishment 
and handling will also be tested.  Individual test cases have been designed using “Use Case” and 
verification.  These test cases are being submitted with this Test Plan as Appendix C.  These tests 
consist of executing each step while, recording observations and relevant data as each step 
completes. 
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3.0  TEST SPECIFICATIONS (CONTINUED) 
 
3.1 Requirements (continued) 
 
3.1.2 Cryptographic Tests (continued) 
 
 

The cryptographic tests are designs to cover the requirements in the following sections: 
 

5.3 Cryptography 
 
3.1.3 Penetration Tests 

 
The penetration test area will be broken into two phases: discovery and exploratory.  The 
discovery phase will consists of performing scans while the system is running with leveraged and 
unleveraged credentials.  These scans will provide information about the ports, protocols, and 
hardware configurations as well as simulating certain portions of an attack on vulnerable areas of 
the system.  The information gathered will be provided to a certified security professional, who 
will analyze the results and determine the best method and types of attacks to be performed 
during the exploratory phase of testing. 
 
The exploratory phase of the penetration test will have specific test cases designed and executed.  
These test cases are based on all information gathered during discovery, any subsequent 
observations made during the exploratory phase and any Rules Of Engagement (ROE) previously 
agreed upon by the Wyle and manufacturer. 
 
The penetration tests are designs to cover the requirements in the following sections: 

5.8 Physical and Environmental Security 

5.9 Penetration Resistance 

 
4.0 TEST DATA 
 
4.1 Data Recording 

 

All equipment utilized for test data recording shall be identified in the test data package.  The 
output test data shall be recorded in an appropriate manner as to allow for data analysis. 
Additionally, all test results, including functional test data, shall be recorded on the relevant test 
execution log.  Results shall also be recorded real-time in engineering log books. 

4.2 Test Data Acceptance Criteria 
 

Wyle shall evaluate all test results against the requirements set forth in Section 5 “Security” of the 
UOCAVA Pilot Program Testing Requirements.  Each SUT shall be evaluated for its 
performance against the referenced requirements.  The acceptable range for system performance 
and the expected results for each test case shall be derived from the system documentation.   
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4.0 TEST DATA (CONTINUED) 
 

4.2 Test Data Acceptance Criteria 
 
These parameters shall encompass the test tolerances, the minimum number of combinations or 
alternatives of input and output conditions that can be exercised to constitute an acceptable test of 
the parameters involved, and the maximum number of interrupts, halts or other system breaks that 
may occur due to non-test conditions (excluding events from which recovery occurs 
automatically or where a relevant status message is displayed). 
 

5.0 TEST PROCEDURE AND CONDITIONS 
 
This section describes Wyle’s proposed test procedures and the conditions under which those 
tests shall be conducted.  The following subsections describe test procedures and a statement of 
the criteria by which readiness and successful completion shall be indicated and measured. 

 
5.1 Test Facilities 

 
All testing shall be conducted at the Wyle, Huntsville, AL facility unless otherwise annotated.  
All instrumentation, measuring, and test equipment used in the performance of this test campaign 
shall be listed on the Instrumentation equipment Sheet for each test and shall be calibrated in 
accordance with Wyle Laboratories' Quality Assurance Program, which complies with the 
requirements of ANSI/NCSL Z540-1 and ISO 10012-1.  Standards used in performing all 
calibrations are traceable to the National Institute of Standards and Technology (NIST) by report 
number and date.  When no national standards exist, the standards are traceable to international 
standards or the basis for calibration is otherwise documented.   
Unless otherwise specified herein, all remaining tests, including system level functional testing, 
shall be performed at standard ambient conditions: 

 Temperature: 25C ± 10°C (77F  18F) 
 Relative Humidity: 20 to 90% 
 Atmospheric Pressure: Local Site Pressure 

 
Unless otherwise specified herein, the following tolerances shall be used: 

 Time  ± 5% 
 Temperature  3.6F (2°C) 
 Vibration Amplitude ± 10% 
 Vibration Frequency ± 2% 
 Random Vibration Acceleration 

 20 to 500 Hertz ± 1.5 dB 
 500 to 2000 Hertz ± 3.0 dB 

 Random Overall grms ± 1.5 dB 
 
Deviations to the tolerances on Page No. 2 of 11 shall be submitted by the test responsible agency 
with sufficient engineering information to substantiate the deviation request, but only when best 
effort technique and system limitations indicate the need for a deviation. 
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5.0 TEST PROCEDURE AND CONDITIONS (CONTINUED) 
 
5.2 Test Set-Up 
 

All voting machine equipment (hardware and software), shall be received and documented 
utilizing Wyle Receiving Ticket (WL-218, Nov’85) and proper QA procedures.  When voting 
system hardware is received, Wyle Laboratories Shipping and Receiving personnel shall notify 
Wyle Laboratories QA personnel.  With Wyle Laboratories QA personnel present, each test 
article shall be unpacked and inspected for obvious signs of degradation and/or damage that may 
have occurred during transit.  Noticeable degradation and/or damage, if present, shall be 
recorded, photographs shall be taken, and the manufacturer representative shall be notified. 
Wyle Laboratories QA personnel shall record the serial numbers and part numbers.  Comparison 
shall be made between those numbers recorded and those listed on the shipper’s manifest.  Any 
discrepancies noted shall be brought to the attention of the manufacturer representative for 
resolution. 

TDP items, including all manuals, and all source code modules received shall be inventoried and 
maintained by the Wyle Laboratories Project Engineer assigned to testing.   

For hardware test setup, the system shall be configured as it would be for normal field use.  This 
includes connecting all supporting equipment and peripherals.  Wyle personnel shall properly 
configure and initialize the system, and verify that it is ready to be tested.  Wyle shall develop the 
system performance levels to be measured during operational tests. 

5.3 Test Sequence 
 

There is no required test sequence for this test campaign.  All systems will be tested for each test 
area.   
 

5.4 Test Operation Procedures 
 

Wyle Laboratories shall provide the step-by-step procedures for each test case to be conducted.  
Each step is assigned a test step number and this number, along with critical test data and test 
procedures information, shall be tabulated onto a Test Control Record for control and the 
recording of test results.   
 
Any test failures shall be recorded on WH1066, Notice of Anomaly form.  These Anomalies shall 
be reported to the manufacturer.   
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1.0 INTRODUCTION 
 
1.1 Objective 
 

This report documents the procedures followed and the results obtained during testing performed by Wyle 
on five independent (different Manufacturer’s) Electronic Voting Support Wizard (EVSW) systems.  The 
primary purpose of this testing was to demonstrate that the submitted systems conformed to Section 5 
“Security” of the Uniformed and Overseas Citizens Absentee Voting Act (UOCAVA) Pilot Program 
Testing Requirements.     

 
1.2 Scope 
 

The scope of testing for this test campaign was limited to Section 5 “Security” of the UOCAVA Pilot 
Program Testing Requirements.  These requirements were written for a remote electronic Kiosk.  The 
EVSW systems submitted for the test campaign were each designed and deployed prior to the 
development of these standards. During this test campaign, all applicable requirements were attempted to 
be tested by Wyle for each EVSW system.   
 
This test campaign included testing in the following areas: 

Functional Tests 
 
The functional test area focused on inspection, review and execution as the primary test methods. The 
functional tests were designed to cover the requirements in the following sections of the UOCAVA Pilot 
Program Testing Requirements: 

5.1 Access Control 

5.2 Identification and Authentication 

5.4 Voting System Integrity Management 

5.5 Communication Security 

5.6 Logging 

5.7 Incident Response 

Cryptographic Tests 
 
The cryptographic test area focused on inspection, review and execution as the primary test methods.  The 
cryptographic tests were designed to cover the requirements in the following section: 
 

5.3 Cryptography 

Penetration Tests 
 
The penetration test area was broken into two phases: discovery and exploratory.  The penetration tests 
were designed to cover the requirements in the following sections: 

5.8 Physical and Environmental Security 

5.9 Penetration Resistance 
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1.0 INTRODUCTION (CONTINUED) 
 
1.3 Customer 
 

Calibre 
6354 Walker Lane 
Alexandria, Virginia 22310-3252 

 
1.4 References 
 

The documents listed were utilized to perform testing.  

 Wyle Laboratories Quotation No. 545/052353-R1/DB, dated December 22, 2010 

 National Voluntary Laboratory Accreditation Program NIST Handbook 150, 2006 Edition, "NVLAP 
Procedures and General Requirements (NIST Handbook 150)", dated February 2006 

 National Voluntary Laboratory Accreditation Program NIST Handbook 150-22, 2008 Edition, 
"Voting System Testing (NIST Handbook 150-22)", dated May 2008 

 Wyle Laboratories’ Quality Assurance Program Manual, Revision 3 

 ANSI/NCSL Z540-1, "Calibration Laboratories and Measuring and Test Equipment, General 
Requirements" 

 ISO 10012-1, "Quality Assurance Requirements for Measuring Equipment" 

 Election Assistance Commission, “Uniform and Overseas Citizens Absentee Voting Act Pilot 
Program Testing Requirements”, August 25, 2010 

 NIST 800-63 Electronic Authentication Guideline Standards  

 NIST SP800-57 Computer Security 

 FIPS 140-2 Security Requirements for Cryptographic Modules 

 Manufacturer’s submitted documentation – may have included any of the following types of 
documentation: overview, design or architecture, functional, user manual, hardware, setup, 
registration, or help. 

 
1.5 Summary 
  

The EVSW systems were subjected to the tests required per the scope of this test campaign. Testing was 
performed at Wyle Laboratories, Huntsville, Alabama Test Facility from March 2 through June 24, 2011. 
All hard copy data generated by the performance of these tests was retained by Wyle as raw data. 
 
Details of the systems tested and the tests performed are provided in redacted format in the following 
sections. 
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2.0 TEST EQUIPMENT DESCRIPTION 
 
2.1 System Overview 

 
The systems submitted for this test campaign ranged from web based online ballot delivery systems to 
web based online internet voting systems.  Each system was accessible from any internet capable 
computing device via a vendor chosen host web server. 
 
A generic / redacted description of the EVSW systems submitted for testing follows.   
 
System A:   

 The administration website allows for management and general administrative tasks.   
  The voter website allows for identity verification, voting, and reviewing of ballots.   
 
System B:  Voter data, candidates, contests, and election 

information is uploaded through an administrative website that provides: 

 Tiered access based on user location, permission, and role; 

 Interfaces to upload mass voter and election data; 

 The capability to associate ballots with styles and precincts; and 

 Usage metrics, ballot tracking and alerts. 

Voters are able to access the uploaded information via a separate voter website.   
 

System C: . The back-end (administrative) website allows 
for request and elector management and general administrative tasks.  The front-end 
(elector) website allows for registration and voting options.   

 
System D: . Voter data, candidates, contests, and election 

information is uploaded through an administrative website that provides: 

 Tiered access based on user location, permission, and role; 

 Interfaces to upload mass voter and election data; 

 The capability to associate ballots with styles and precincts; and 

 Usage metrics, ballot tracking and alerts. 

Voters are able to access the uploaded information via a separate voter website.   
 
System E: . Voter data, candidates, contests, and election 

information is uploaded through an administrative website that provides: 

 Tiered access based on user location, permission, and role; 

 Interfaces to upload mass voter and election data; 

 The capability to associate ballots with styles and precincts; and 

 Usage metrics, ballot tracking and alerts. 

Voters are able to access the uploaded information via a separate voter website.   
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2.0 TEST EQUIPMENT DESCRIPTION (CONTINUED) 
 

2.2 Software 
 
Each EVSW system was tested with software as submitted by the manufacturer. 

 
2.3 Hardware 
 

The manufacturer’s applications were each web-based and therefore did not have locally available 
hardware. 

 
2.4 Test Tools/Materials 
 

This subsection enumerates any and all test materials needed to perform functional testing.  The 
equipment was used to implement the test cases on each EVSW system evaluated.   

 
Table 2-3 Test Materials 

 
Test Material Quantity 

Dell OptiPlex 780 1 
Windows 7 1 
IE (Internet Explorer) 8 1 

 
3.0 TEST PROCEDURES AND RESULTS 
 

The methodology utilized to perform testing differed from that from a typical test campaign in three 
primary ways: control and possession of the system hardware, technical documentation and source code.  
During the course of a typical certification test campaign, manufacturers’ provide the hardware and a 
Technical Data Package (TDP) for each system being tested.  For this test campaign, Wyle was not 
provided a full TDP for the systems tested.  The absence of technical documentation limited the 
requirements that could be evaluated due to a lack of information for defining test cases. Additionally, in 
typical certification efforts, a source code review will be performed on all proprietary software. Source 
code reviews were not required during this effort; therefore, the execution of the penetration testing was 
limited and “white-box” level testing could not be performed. 
 
Each EVSW system was subjected to all tests as required for the scope of the test campaign. For testing 
purposes, test cases were developed using the manufacturer’s documentation, architectural documents, 
and security specifications, as well as “Use Case” and verification methods.  These test cases were then 
mapped to the applicable requirements of Section 5 “Security” of the UOCAVA Pilot Program Testing 
Requirements. This test campaign included the following core test cases: Functional, Penetration and 
Cryptography.  The UOCAVA Functional Requirements Matrix, contained in Appendix A of this report, 
presents the requirements tested, test cases utilized to test each applicable requirement, and designates all 
non-applicable requirements (marked “N/A”).   
 

3.1 Functional Tests  
 

Functional tests were performed by Wyle qualified personnel (henceforth referred to as Wyle) to validate 
compliance to the applicable UOCAVA requirements.  The following test methods were used during 
functional tests: inspection, review, and execution.  Wyle executed some combination of the following set 
of test cases that were specifically designed for each EVSW system.   
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3.0 TEST PROCEDURES AND RESULTS (CONTINUED) 
 
3.1 Functional Tests (continued) 

 
Below is a brief description of each of the test cases utilized: 
 

 TC01HostAdmin (Host Server Administration) – A test to verify the roles of the system 
administrator and the ability to maintain user roles, passwords, logs and other voting system 
administrative functions. 

 
 TC04BallotDelivery (Normal Ballot Delivery) – A test to verify accurately ballot delivery, 

implementation of authentication prior to allowing voter access to the ballot, and logging of 
events. 

 
 TC10BallotDelivery (Local Ballot Delivery) – A test to verify accurate ballot delivery, 

implementation of authentication prior to allowing voter access to the ballot, and logging of 
events. 

 
 TC12VoterRegReq (Voter Registration Request) – A test to verify a voter can securely register to 

vote on-line.  The test includes authentication of voter credentials. 
 

 TC13RegProcess (Registration Processing) – A test to verify the ability of an election 
administrator to view voter requests and accept or reject the request based on successful 
comparison of the voter’s credentials. 

 
 TC14NormalVoting (Normal Voting) – A test to verify accurate ballot delivery, implementation 

of authentication prior to allowing voter access to the ballot, and logging of events. 
 
The functional test cases executed for each system under test are listed in the table below. 
 

Table 3-1 Functional Test Cases  
 

System Test Cases 

A TC01HostAdmin (Host Server Administration) 
TC10BallotDelivery (Local Ballot Delivery) 

B TC01HostAdmin (Host Server Administration) 
TC04BallotDelivery (Normal Ballot Delivery) 

C 

TC01HostAdmin (Host Server Administration) 
TC12VoterRegReq (Voter Registration Request) 
TC13RegProcess (Registration Processing) 
TC14NormalVoting (Normal Voting) 

D TC01HostAdmin (Host Server Administration) 
TC04BallotDelivery (Normal Ballot Delivery) 

E 

TC01HostAdmin (Host Server Administration) 
TC12VoterRegReq (Voter Registration Request) 
TC13RegProcess (Registration Processing) 
TC04BallotDelivery (Normal Ballot Delivery) 
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3.0 TEST PROCEDURES AND RESULTS (CONTINUED) 
 
3.1 Functional Tests (continued) 

 
The findings from the performance of each test case are detailed in the following paragraphs.   
 
Summary Findings 
 
For Systems A, B, D, and E, the following paragraph applies: 
 
TC01HostAdmin  
 
During the Host Admin test case Wyle logged in with the administrative account provided by the vendor. 
An attempt was made to dump logs and manipulate any stored data. Data from the logs was analyzed to 
determine compliance with the UOCAVA requirements. Wyle then attempted to modify the user data and 
login credentials.  Validation was performed to validate that all requirements for voter security were met 
per the UOCAVA requirements. Wyle then attempted to create administration accounts and validate 
security of administration accounts. Admin accounts were used to validate roles and responsibilities of 
each administrator. Attempts were made to access administration functionality without use of the 
administration login.  

 
System A specifics for TC01HostAdmin: 
 
During the performance of the test case, the following issues were noted:   

 Admin page functionality was very limited. 

 Admin account management is system based 

 There is nothing implemented to limit incorrect login attempts. 

 System does not have a lock out function. 

 System does not have a time out control. 

 Passwords would need to be reset by a system administrator. 

 Log files must be generated by the admin on local system. They will then be in the format 
selected by the admin. 

 Many requirements could not be tested do to the architecture requiring physical access to the 
server. 

 
System B specifics for TC01HostAdmin: 
 
During the performance of the test case, it was noted that the following core functions were untestable:   

 User functionality was very limited. 

 Logs were not tested. Only a voter’s log was available. 

 No reporting was available. 

 Admin account management was not functional. 
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3.0 TEST PROCEDURES AND RESULTS (CONTINUED) 
 
3.1 Functional Tests (continued) 

 
System D specifics for TC01HostAdmin: 
 
During the performance of the test case, the following issues were noted: 

 There is only one login for each election. 

 Incorrect login attempts are not limited. 

 The administrator of the election can send a new password for that user.  At which point, the 
author can then customize his/her own password if they so choose.  For the <redacted>, the 
password is set by the system administrator and the user cannot reset it. 

 An administrator does not configure the password strength configuration. 

 There is nothing in place to limit the use of historically used passwords. 

 There is not a restriction on user password matching the user name. 

 There is not a password expiration option. 

 The log remains continuous and cannot be cleared. 

 
System E specifics for TC01HostAdmin: 
 
During the performance of the test case, the following issues were noted: 

 
 Nothing is implemented to limit incorrect login attempts. 

 System does not have a lock out function. 

 Administrator cannot set the password strength configuration 

 There is not anything in place to limit the use of historically used passwords. 

 There is not a restriction on user password matching the user name. 

 Passwords do not expire. 

 Logs are retained and do not get cleared. 

 Member login log is not exportable 
 

For System C, the following paragraph applies for TC01HostAdmin: 

During performance of testing, Wyle was able to verify the system contained segregation of duties and 
those duties were maintainable.  The system does require passwords and provides an event log, but not all 
requirements were met for these functions.   
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3.0 TEST PROCEDURES AND RESULTS (CONTINUED) 
 
3.1 Functional Tests (continued) 

 
System C specifics for TC01HostAdmin: 
 
During the performance of the test case, the following issues were noted: 

 Upon creation of a new user and default role is the administrator role. 

 No ability for the user to reset their password.  This function is handled by requesting a password 
change. 

 No limit on incorrect login attempts. 

 No password expiration. 

 The current system logging is not as detailed per the requirements. 

 

TC01HostAdmin – Synopsis of Summary Findings – All Tested Systems: 

Per the UOCAVA requirements tested by test case TC01HostAdmin, Wyle deduced from the above 
summary findings that the primary areas of deficiency of the systems tested can be categorized into one of 
the following areas. 

 Login functions. 

 Password functions. 

 Log generation functions.  

 
TC04BallotDelivery 

 
For Systems A, B, D, and E, the following paragraph applies: 
 
During the Ballot Delivery test case Wyle logged in with the voter accounts provided by the vendor. 
Attempts were made to access multiple ballots using a single voter. Analysis was done to determine the 
level of security of data as a result of the ballot delivery process. Wyle attempted to gain access to a ballot 
by an unauthorized voter. Wyle attempted to gain access to administration information utilizing voter 
credentials. 
 
System A specifics for TC04BallotDelivery: 
 
During the performance of the test case, it the following issues were noted: 

 There is nothing implemented to limit incorrect login attempts. 

 System does not have a lock out function. 

 System does not have a time out control. 

 Passwords would need to be reset by a system administrator. 
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3.0 TEST PROCEDURES AND RESULTS (CONTINUED) 
 
3.1 Functional Tests (continued) 
 

System B specifics for TC04BallotDelivery: 
 

During the performance of the test case, it was noted that the following core functions were untestable:   
 

 Blank Ballot delivery 
 
System D specifics for TC04BallotDelivery: 
 
During the performance of the test case, the following issues were noted: 

 There is not a restriction on user password matching the user name. 

 There is not a password expiration option. 

 It was noted that the pages are being cached and would give a hacker the ability to return to pages 
that should be secure. 

 
System E specifics for TC04BallotDelivery: 
 

 No issues noted. 
 

TC04HostAdmin – Synopsis of Summary Findings – All Tested Systems: 

Per the UOCAVA requirements tested by test case TC04HostAdmin, Wyle deduced from the above 
summary findings that the primary areas of deficiency of the systems tested can be categorized into one of 
the following areas. 

 Login functions. 

 Password functions. 

 
TC12 Registration Request Test Case 
 
System C specifics for TC12 Registration Request Test Case: 
 
During performance of testing, Wyle was able to verify a voter could successfully and securely submit 
information and request an online registration.  The test also verified authentication of a registered voter 
with credential from the system.  There were no discrepancies to report.   
 
System E specifics for TC12 Registration Request Test Case: 
 
During performance of the test case, Wyle logged in with the voter credentials provided by the vendor. 
Analysis was done to determine the level of security of data as a result of the registration request process. 
Wyle attempted to gain access to a ballot by registering unauthorized voter. Wyle attempted to gain 
access to administration information utilizing voter credentials. 
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3.0 TEST PROCEDURES AND RESULTS (CONTINUED) 
 
3.1 Functional Tests (continued) 
 

During the performance of the test case, the following issues were noted: 
 

 It was noticed that after the registration is completed, a user can use the back button and still see 
the registration information. 

TC12 Registration Request Test Case – Synopsis of Summary Findings – Tested Systems: 

For the two systems supporting these areas of the UOCAVA requirements, the one area of deficiency has 
to do with limiting web page caching and session storage of user input information that might be miss-
used to compromise privacy or security.   
 
TC13 Registration Processing Test Case 
 
System C specifics for TC13 Registration Processing Test Case: 
 
During performance of testing, Wyle was able to verify a user logged in with administrative duties could 
approve and reject requests submitted by on online voter.  Wyle was also able to authenticate voter 
credential against an approved UOCAVA registered voter list. 
 

 There were no discrepancies to report. 
 

System E specifics for TC13 Registration Processing Test Case: 
 
During performance of the test case, Wyle logged in with the administrative accounts provided by the 
vendor. Analysis was done to determine the level of security of data as a result of the registration request 
process. Validation was made that admins do validation of voter credentials.   

 
 There were no discrepancies to report. 

 

TC13HostAdmin – Synopsis of Summary Findings – Tested Systems: 

For the two systems supporting these areas of the UOCAVA requirements, there were no discrepancies to 
report.   
 
TC14 Normal Voting 
 
During performance of testing, Wyle was able to submit an accurate online ballot.  Wyle also verified that 
a voter must be a registered and approved to gain access to a ballot.  Voters are also only able to vote one 
time.  The system does log some events for the voting process, but the log function does not meet all 
requirements.   
 
A summary of discrepancies are listed below: 

 No ability for the user to reset their password.  This function is handled by requesting a password 
change. 

 No limit on incorrect login attempts. 
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3.0 TEST PROCEDURES AND RESULTS (CONTINUED) 
 
3.1 Functional Tests (continued) 

 No password expiration. 

 The current system logging is not as detailed per the requirements. 

 

TC14 Normal Voting – Synopsis of Summary Findings – Tested Systems: 

Per the UOCAVA requirements tested by test case TC14 Normal Voting, Wyle deduced from the above 
summary findings that the primary areas of deficiency of the system tested can be categorized into one of 
the following areas. 

 Login functions. 

 Password functions. 

 Log generation functions.  

 
3.2 Cryptographic Tests  
 

Cryptographic Tests were performed to validate compliance to the applicable UOCAVA requirements.   
 
Three test methods were used during performance of the cryptographic tests: inspection, review, and 
execution.  Wyle executed some combination of the following set of test cases that were specifically 
designed for each EVSW system.  Below is a brief description of each of the test cases utilized: 
 

 TC03CryptoTestSheet (Manufacturer) – A test to verify the functionality, strength and NIST 
compliance of the system, no matter which one of the three purposes it serves in the voting 
system (Confidentiality, Authentication or Random Number Generation (RNG)). 

 
Summary Findings 
 
The following summary applied to all systems tested in this campaign: 
 
During performance of testing, Wyle was able to verify portions of the cryptographic requirements.  Key 
management and key establishment could not be tested due to lack of documentation in this area as well 
as physical access to the system necessary to complete these two areas of cryptographic testing.  Wyle 
only had access to the client side functionality; therefore, no administrator credentialed cryptographic 
testing could be performed.  The test cases and results obtained are presented in Appendix B of this 
document.   
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3.0 TEST PROCEDURES AND RESULTS (CONTINUED) 
 
3.3 Penetration Tests 

Penetration tests were performed to determine the security of each EVSW system and to validate 
compliance to the applicable UOCAVA requirements.   
 
The penetration test area was broken into two phases: discovery and exploratory.  The discovery phase 
consisted of performing scans while the system was running with leveraged and unleveraged credentials.  
These scans provided information about the ports, protocols, and hardware configurations as well as 
simulated certain portions of an attack on vulnerable areas of the system.  The information gathered was 
provided to a certified security professional, who analyzed the results and determined the best method and 
types of attacks to be performed during the exploratory phase of testing.  Specific test cases were then 
designed and executed during the exploratory phase of the penetration tests.  These test cases were based 
on all information gathered during discovery, any subsequent observations made during the exploratory 
phase and any Rules Of Engagement (ROE) previously agreed upon by Wyle and the manufacturer. 
 
Below is a brief description of each of the test cases utilized: 
 

 TC05DiscoveryPenetration (Manufacturer) – A test to seek out vulnerabilities in the voting 
system and to verify the system’s resistance to any remote unauthorized entity. 

 
Summary Findings 
 
NOTE:  Information redacted.  In general, all vulnerabilities discovered and their level (high, medium, 
low) were reported to each manufacturer.  However, any discovered vulnerabilities could not be exploited 
in the time constraint set for the exploratory phase of the penetration test.  Details of this test case can be 
found in Appendix B of this document.  NOTE:  Appendix B information redacted in this report.
 
TC05DiscoveryPenetration 
 
During performance of testing, Wyle sought to discover vulnerabilities that fall into risk levels of  “High”,  
“Medium”, or “Low”.   
 
System A specifics for TC05DiscoveryPenetration: 
 
A summary of risk levels are listed below: 

 
 Low risk area – 11 found. 

 
System B specifics for TC05DiscoveryPenetration: 
 
A summary of risk levels are listed below: 

 
 SQL attempts exposed some information that could be useful to an attacker. 
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3.0 TEST PROCEDURES AND RESULTS (CONTINUED) 
 
3.3 Penetration Tests 

 
System C specifics for TC05DiscoveryPenetration: 
 
A summary of risk levels are listed below: 

 
 Low risk area – 22 found. 

 
System D specifics for TC05DiscoveryPenetration: 
 
A summary of risk levels are listed below: 

 
 Low risk area – 42 found. 
 Medium risk area – 8 found. 

 
System E specifics for TC05DiscoveryPenetration: 
 

 No risk areas were located in the time constraint set for penetration testing. 
 

TC05DiscoveryPenetration – Synopsis of Summary Findings – Tested Systems: 
 

 Penetration testing discovered primarily “low” risk areas of vulnerability in the systems tested in this test 
 campaign.  Regardless of the risk level/areas located, none of these could be exploited in the time 
 constraint set for the exploratory phase of the penetration testing.  
  
3.4 Test Summary 
 

For the specific test cases executed, and the results for each system, refer to Attachment B “Test Cases”. 
Overall assessment of the test results for each system tested and the specific requirement by system 
“Pass/Fail” are presented in Attachment C “Statistical Analysis of the UOCAVA EVSW’s”.  As for the 
ability of the EVSW’s tested to meet the requirements, the results observed during testing is provided 
below: 

Table 3-1 Test Result Summary 
 

Average 
Summary 

Pass Fail Not 
Tested N/A 

24% 22% 24% 30% 
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ATTACHMENT A 
 

REQUIREMENT MATRIX 
 
 
 

Overall, during the execution of this test campaign, Wyle did not encounter any major problems working with the 

requirements.  However, Wyle feels that some of the requirements can be clearer and better defined to make them 

more testable.  The following table contains comments and recommendations per requirement.  As for the Non-

Applicable requirements, Wyle did not attempt to test them; therefore, recommendations are not provided.  

Additionally, the Not Tested requirements were attempted to be applied but could not be tested under this test 

campaign due to the current configuration of the systems tested.  The major areas that Wyle is unable to comment 

on are the Communication Security, Penetration Resistance, and Cryptography sections.   
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UOCAVA 
Req. No. 

Uniformed and Overseas Citizens Absentee 
Voting Act (UOCAVA) Pilot Program Testing 

Requirements 
Functional Requirements Matrix 

Test Case 
Description Wyle Comment 

Section 5 Security   

5.1 Access Control   

 

This section states requirements for the 
identification of authorized system users, processes 
and devices and the authentication or verification of 
those identities as a prerequisite to granting access 
to system processes and data. It also includes 
requirements to limit and control access to critical 
system components to protect system and data 
integrity, availability, confidentiality, and 
accountability. 
 
This section applies to all entities attempting to 
physically enter voting system facilities or to 
request services or data from the voting system. 

  

5.1.1 Separation of Duties   

5.1.1.1 

The voting system SHALL allow the definition of 
personnel roles with segregated duties and 
responsibilities on critical processes to prevent a 
single person from compromising the integrity of 
the system. 

Administration 
Test Case 

Specific roles should be defined to facilitate true 
segregation of duties. 

5.1.1.2 
The voting system SHALL ensure that only 
authorized roles, groups, or individuals have access 
to election data. 

Administration 
Test Case  

5.1.1.3 

The voting system SHALL require at least two 
persons from a predefined group for validating the 
election configuration information, accessing the 
cast vote records, and starting the tabulation 
process. 

N/A 

Current web based system do not do tabulation 
so this requirement was not applicable to our 
testing. The majority of election configuration is 
done independent of the Web application and is 
therefore not a critical function of our testing. 

5.1.2 Voting System Access   

 
The voting system SHALL provide access control 
mechanisms designed to permit authorized access 
and to prevent unauthorized access to the system. 

 Penetration 
Test Case This requirement does not define at what 

minimum level this security should be 
implemented. Administration 

Test Case 

5.1.2.1 

The voting system SHALL identify and authenticate 
each person, to whom access is granted, and the 
specific functions and data to which each person 
holds authorized access. 

Administration 
Test Case This requirement does not define at what 

minimum level this security should be 
implemented. Ballot Delivery 

Test Case 

5.1.2.2 

The voting system SHALL allow the administrator 
group or role to configure permissions and 
functionality for each identity, group or role to 
include account and group/role creation, 
modification, and deletion. 

Administration 
Test Case 

This requirement does not state whether this 
should be a system OS level or at a web based 
administration application level. 

5.1.2.3 
The voting system’s default access control 
permissions SHALL implement the least privileged 
role or group needed. 

Administration 
Test Case 
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UOCAVA 
Req. No. 

Uniformed and Overseas Citizens Absentee 
Voting Act (UOCAVA) Pilot Program Testing 

Requirements 
Functional Requirements Matrix 

Test Case 
Description Wyle Comment 

5.1.2.4 
The voting system SHALL prevent a lower-
privilege process from modifying a higher-privilege 
process. 

Administration 
Test Case 

 

5.1.2.5 

The voting system SHALL NOT require its 
execution as an operating system privileged account 
and SHALL NOT require the use of an operating 
system privileged account for its operation. 

N/A 

Wyle’s testing was based on utilization of a web 
based application. Therefore this did not apply 
directly. But, it was noted that in some systems 
tested the OS administration privileges were 
required to configure election information. 

5.1.2.6 
The voting system SHALL log the identification of 
all personnel accessing or attempting to access the 
voting system to the system event log. 

Administration 
Test Case 

This requirement does not define what 
information should be logged.  Some systems 
only log Administration functions while others 
only log Voter information. 

Ballot Delivery 
Test Case 

 Penetration 
Test Case 

5.1.2.7 

The (voting system) SHALL provide tools for 
monitoring access to the system. These tools 
SHALL provide specific users real time display of 
persons accessing the system as well as reports from 
logs. 

Administration 
Test Case 

This requirement does not define what 
information should be logged.  This requirement 
also does not state if the tool is to be accessible 
via the Web based administration application or 
at an OS Level. 

5.1.2.8 

Vote capture device located at the remote voting 
location and the central server SHALL have the 
capability to restrict access to the voting system 
after a preset number of login failures.   
 
a. The lockout threshold SHALL be configurable by 
appropriate administrators/operators 
 
b. The voting system SHALL log the event 
 
c. The voting system SHALL immediately send a 
notification to appropriate administrators/operators 
of the event. 
 
d. The voting system SHALL provide a mechanism 
for the appropriate administrators/operators to 
reactivate the account after appropriate 
confirmation. 

Administration 
Test Case 

This requirement does not define if this needs to 
be at a Web application level or at OS level. 
Reactivation of an account should not require 
utilization of anything but the Web based 
application. 

 Penetration 
Test Case 

5.1.2.9 The voting system SHALL log a notification when 
any account has been locked out. 

Administration 
Test Case This requirement does not define what 

information should be logged.  Penetration 
Test Case 
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UOCAVA 
Req. No. 

Uniformed and Overseas Citizens Absentee 
Voting Act (UOCAVA) Pilot Program Testing 

Requirements 
Functional Requirements Matrix 

Test Case 
Description Wyle Comment 

5.1.2.10 

Authenticated sessions on critical processes SHALL 
have an inactivity time-out control that will require 
personnel re-authentication when reached. This 
time-out SHALL be implemented for administration 
and monitor consoles on all voting system devices. 

Administration 
Test Case This requirement does not define how this 

function should be configured.  Penetration 
Test Case 

5.1.2.11 
Authenticated sessions on critical processes SHALL 
have a screen-lock functionality that can be 
manually invoked. 

N/A 

This requirement was deemed N/A due to the 
web based application being accessible from a 
privately controlled PC and not a public Voting 
site. 

5.2 Identification and Authentication   

 

Authentication mechanisms and their associated 
strength may vary from one voting system 
capability and architecture to another but all must 
meet the minimum requirement to maintain 
integrity and trust. It is important to consider a 
range of roles individuals may assume when 
operating different components in the voting system 
and each may require different authentication 
mechanisms. 
 
The requirements described in this section vary 
from role to role. For instance, a kiosk worker will 
have different identification and authentication 
characteristics than a voter. Also, for selected 
critical functions there may be cases where split 
knowledge or dual authorization is necessary to 
ensure security. This is especially relevant for 
critical cryptographic key management functions. 

  

5.2.1 Authentication   

5.2.1.1 
Authentication mechanisms supported by the voting 
system SHALL support authentication strength of at 
least 1/1,000,000. 

Administration 
Test Case 

 

5.2.1.2 

The voting system SHALL authenticate users per 
the minimum authentication methods outlined 
below. 
 
Refer to document for the table layout:   
 
http://www.eac.gov/assets/1/AssetManager/UOCA
VA_Pilot_Program_Requirments-03.24.10.pdf 
 
Table 5-1 Roles : Section 5 | Page 59 

Administration 
Test Case 

Since these systems do not tabulate and are not 
located in a polling location, the groups for 
Election Judge and Kiosk Worker do not really 
apply.  (See Table 5-1 Roles : Section 5 | Page 
59.) 

5.2.1.3 
The voting system SHALL provide multiple 
authentication methods to support multi-factor 
authentication. 

Administration 
Test Case 

This requirement does not define what minimum 
level is required. 
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UOCAVA 
Req. No. 

Uniformed and Overseas Citizens Absentee 
Voting Act (UOCAVA) Pilot Program Testing 

Requirements 
Functional Requirements Matrix 

Test Case 
Description Wyle Comment 

5.2.1.4 

When private or secret authentication data is stored 
by the voting system, it SHALL be protected to 
ensure that the confidentiality and integrity of the 
data are not violated. 

Administration 
Test Case 

 

5.2.1.5 
The voting system SHALL provide a mechanism to 
reset a password if it is forgotten, in accordance 
with the system access/security policy. 

Administration 
Test Case 

This requirement does not define if this function 
is to be Web Based. 

5.2.1.6 

The voting system SHALL allow the administrator 
group or role to specify password strength for all 
accounts including minimum password length, use 
of capitalized letters, use of numeric characters, and 
use of non-alphanumeric characters per NIST 800-
63 Electronic Authentication Guideline Standards. 

Administration 
Test Case 

This requirement does not define if this 
configuration is to be Web Based or OS 
configurable.  

5.2.1.7 

The voting system SHALL enforce password 
histories and allow the administrator to configure 
the history length when passwords are stored by the 
system. 

Administration 
Test Case 

This requirement does not define if this 
configuration is to be Web Based or OS 
configurable. 

5.2.1.8 The voting system SHALL ensure that the user 
name is not used in the password. 

Administration 
Test Case 

 

5.2.1.9 The voting system SHALL provide a means to 
automatically expire passwords. 

Administration 
Test Case 

 

5.2.1.10 

The voting system servers and vote capture devices 
SHALL identify and authenticate one another using 
NIST - approved cryptographic authentication 
methods at the 112 bits of security. 

Cryptography 
Test Case 

This requirement does not define which NIST 
standard or level to use.  

5.2.1.11 

Remote voting location site Virtual Private Network 
(VPN) connections (i.e., vote capture devices) to 
voting servers SHALL be authenticated using 
strong mutual cryptographic authentication at the 
112 bits of security. 

N/A 
Wyle deems this requirement N/A due to the 
Web Based architecture. VPN systems will only 
be utilized at a system server level. 

5.2.1.12 
Message authentication SHALL be used for 
applications to protect the integrity of the message 
content using a schema with 112 bits of security. 

Cryptography 
Test Case 

 

5.2.1.13 
IPsec, SSL, or TLS and MAC mechanisms SHALL 
all be configured to be compliant with FIPS 140-2 
using approved algorithm suites and protocols. 

Cryptography 
Test Case 

 

 
 
 
 
 
 
 
 
 
 



Page No. A- 6 of 16 
Test Report No. T58371.01-01 

 
 

WYLE LABORATORIES, INC.   
Huntsville Facility 

 
 

UOCAVA 
Req. No. 

Uniformed and Overseas Citizens Absentee 
Voting Act (UOCAVA) Pilot Program Testing 

Requirements 
Functional Requirements Matrix 

Test Case 
Description Wyle Comment 

5.3 Cryptography   

 

Cryptography serves several purposes in voting 
systems. They include: 
 
Confidentiality: where necessary the confidentiality 
of voting records can be provided by encryption; 
 
Authentication: data and programs can be 
authenticated by a digital signature or message 
authentication codes (MAC), or by comparison of 
the cryptographic hashes of programs or data with 
the reliably known hash values of the program or 
data. If the program or data are altered, then that 
alteration is detected when the signature or MAC is 
verified, or the hash on the data or program is 
compared to the known hash value. Typically the 
programs loaded on voting systems and the ballot 
definitions used by voting systems are verified by 
the systems, while systems apply digital signatures 
to authenticate the critical audit data that they 
output. For remote connections cryptographic user 
authentication mechanism SHALL be based on 
strong authentication methods; and 
 
Random number generation: random numbers are 
used for several purposes including the creation of 
cryptographic keys for cryptographic algorithms 
and methods to provide the services listed above, 
and as identifiers for voting records that can be used 
to identify or correlate the records without 
providing any information that could identify the 
voter. 

  

5.3.1 General Cryptography Requirements   

5.3.1.1 

All cryptographic functionality SHALL be 
implemented using NIST-approved cryptographic 
algorithms/schemas, or use published and credible 
cryptographic algorithms/schemas/protocols. 

Cryptography 
Test Case 

This requirement does not define what minimum 
NIST level is required. 

5.3.1.2 

Cryptographic algorithms and schemas SHALL be 
implemented with a security strength equivalent to 
at least 112 bits of security to protect sensitive 
voting information and election records. 

Cryptography 
Test Case 

 

5.3.1.3 

Cryptography used to protect information in-transit 
over public telecommunication networks SHALL 
use NIST-approved algorithms and cipher suites. In 
addition the implementations of these algorithms 
SHALL be NIST-approved (Cryptographic 
Algorithm Validation Program). 

Cryptography 
Test Case 

This requirement does not define which NIST 
standard or level to use. 
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UOCAVA 
Req. No. 

Uniformed and Overseas Citizens Absentee 
Voting Act (UOCAVA) Pilot Program Testing 

Requirements 
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5.3.2 Key Management   

 The following requirements apply to voting systems 
that generate cryptographic keys internally.   

5.3.2.1 

Cryptographic keys generated by the voting system 
SHALL use a NIST-approved key generation 
method, or a published and credible key generation 
method. 

Cryptography 
Test Case 

This requirement does not define which NIST 
standard or level to use. 

5.3.2.2 

Compromising the security of the key generation 
method (e.g., guessing the seed value to initialize 
the deterministic random number generator (RNG)) 
SHALL require as least as many operations as 
determining the value of the generated key. 

Cryptography 
Test Case 

 

5.3.2.3 

If a seed key is entered during the key generation 
process, entry of the key SHALL meet the key entry 
requirements in 5.3.3.1. If intermediate key 
generation values are output from the cryptographic 
module, the values SHALL be output either in 
encrypted form or under split knowledge 
procedures. 

Cryptography 
Test Case 

 

5.3.2.4 

Cryptographic keys used to protect information in-
transit over public telecommunication networks 
SHALL use NIST-approved key generation 
methods. If the approved key generation method 
requires input from a random number generator, 
then an approved (FIPS 140-2) random number 
generator SHALL be used. 

Cryptography 
Test Case 

This requirement does not define which NIST 
standard or level to use. 

5.3.2.5 

Random number generators used to generate 
cryptographic keys SHALL implement one or more 
health tests that provide assurance that the random 
number generator continues to operate as intended 
(e.g., the entropy source is not stuck). 

Cryptography 
Test Case 

 

5.3.3 Key Establishment   

 

Key establishment may be performed by automated 
methods (e.g., use of a public key algorithm), 
manual methods (use of a manually transported key 
loading device), or a combination of automated and 
manual methods. 

  

5.3.3.1 

Secret and private keys established using automated 
methods SHALL be entered into and output from a 
voting system in encrypted form. Secret and private 
keys established using manual methods may be 
entered into or output from a system in plaintext 
form. 

Cryptography 
Test Case 

 

5.3.4.1 

Cryptographic keys stored within the voting system 
SHALL NOT be stored in plaintext. Keys stored 
outside the voting system SHALL be protected 
from disclosure or modification. 

Cryptography 
Test Case 
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5.3.4.2 
The voting system SHALL provide methods to 
zeroize all plaintext secret and private cryptographic 
keys within the system. 

Cryptography 
Test Case 

 

5.3.4.3 The voting system SHALL support the capability to 
reset cryptographic keys to new values. 

Cryptography 
Test Case 

 

5.4 Voting System Integrity Management   

 

This section addresses the secure deployment and 
operation of the voting system, including the 
protection of removable media and protection 
against malicious software. 

  

5.4.1 Protecting the Integrity of the Voting System   

5.4.1.1 
The integrity and authenticity of each individual 
cast vote SHALL be protected from any tampering 
or modification during transmission. 

Ballot Delivery 
Test Case 

 

5.4.1.2 
The integrity and authenticity of each individual 
cast vote SHALL be preserved by means of a digital 
signature during storage. 

Ballot Delivery 
Test Case 

 

5.4.1.3 Cast vote data SHALL NOT be permanently stored 
on the vote capture device. 

Ballot Delivery 
Test Case 

 

5.4.1.4 
The integrity and authenticity of the electronic 
ballot box SHALL be protected by means of a 
digital signature. 

Ballot Delivery 
Test Case 

 

5.4.1.5 

The voting system SHALL use malware detection 
software to protect against known malware that 
targets the operating system, services, and 
applications. 

 Penetration 
Test Case 

 

5.4.1.6 The voting system SHALL provide a mechanism 
for updating malware detection signatures. 

 Penetration 
Test Case 

 

5.4.1.7 

The voting system SHALL provide the capability 
for kiosk workers to validate the software used on 
the vote capture devices as part of the daily 
initiation of kiosk operations. 

N/A 
Wyle deems this requirement N/A due to the 
Web Based architecture. 

5.5 Communications Security   

 

This section provides requirements for 
communications security. These requirements 
address ensuring the integrity of transmitted 
information and protecting the voting system from 
external communications-based threats. 

  

5.5.1 Data Transmission Security   

5.5.1.1 

Voting systems that transmit data over 
communications links SHALL provide integrity 
protection for data in transit through the generation 
of integrity data (digital signatures and/or message 
authentication codes) for outbound traffic and 
verification of the integrity data for inbound traffic. 

Host Server 
Security Test 
Case 
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5.5.1.2 

Voting systems SHALL use at a minimum TLS 1.0, 
SSL 3.1 or equivalent protocols, including all 
updates to both protocols and implementations as of 
the date of the submission (e.g., RFC 5746 for TLS 
1.0). 

Host Server 
Security Test 
Case 

 

5.5.1.3 
Voting systems deploying VPNs SHALL configure 
them to only allow FIPS-compliant cryptographic 
algorithms and cipher suites. 

N/A 
Wyle deems this requirement N/A due to the 
Web Based architecture. VPN systems will only 
be utilized at a system server level. 

5.5.1.4 Each communicating device SHALL have a unique 
system identifier. 

Host Server 
Security Test 
Case 

 

5.5.1.5 
Each device SHALL mutually strongly authenticate 
using the system identifier before additional 
network data packets are processed. 

Host Server 
Security Test 
Case 

 

5.5.1.6 
Data transmission SHALL preserve the secrecy of 
voters’ ballot selections and SHALL prevent the 
violation of ballot secrecy and integrity. 

 Penetration 
Test Case 

 

5.5.2 External Threats   

 
Voting systems SHALL implement protections 
against external threats to which the system may be 
susceptible. 

 Penetration 
Test Case 

 

5.5.2.1 Voting system components SHALL have the ability 
to enable or disable physical network interfaces. 

Administration 
Test Case 

 

5.5.2.2 

The number of active ports and associated network 
services and protocols SHALL be restricted to the 
minimum required for the voting system to 
function. 

 Penetration 
Test Case 

 

5.5.2.3 
The voting system SHALL block all network 
connections that are not over a mutually 
authenticated channel. 

 Penetration 
Test Case 

 

5.6 Logging   
5.6.1 Log Management   

5.6.1.1 

The voting system SHALL implement default 
settings for secure log management activities, 
including log generation, transmission, storage, 
analysis, and disposal. 

Administration 
Test Case 

 

5.6.1.2 Logs SHALL only be accessible to authorized roles. 
Administration 
Test Case 

 

5.6.1.3 
The voting system SHALL restrict log access to 
append-only for privileged logging processes and 
read-only for authorized roles. 

Administration 
Test Case 
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5.6.1.4 The voting system SHALL log logging failures, log 
clearing, and log rotation. 

Administration 
Test Case 

This requirement does not specify if these logs 
should contain both voter and administration 
information. 

5.6.1.5 

The voting system SHALL store log data in a 
publicly documented format, such as XML, or 
include a utility to export log data into a publicly 
documented format. 

Administration 
Test Case 

This requirement does not determine if these 
functions should be part of an administration 
web based application or at an OS level 
administration function. 

5.6.1.6 
The voting system SHALL ensure that each 
jurisdiction’s event logs and each component’s logs 
are separable from each other. 

Administration 
Test Case 

 

5.6.1.7 The voting system SHALL include an application 
or program to view, analyze, and search event logs. 

Administration 
Test Case 

This requirement does not determine if these 
functions should be part of an administration 
web based application or at an OS level 
administration function. 

5.6.1.8 All logs SHALL be preserved in a useable manner 
prior to voting system decommissioning. 

Administration 
Test Case 

 

5.6.1.9 Logs SHALL NOT contain any data that could 
violate the privacy of the voter’s identity. 

Ballot Delivery 
Test Case 

This requirement does not outline what 
information is deemed to violate a voter’s 
identity.  These systems utilize several voter 
specific credentials that are required for proper 
identification of voters. 

 

Registration 
Processing Test 
Case 

5.6.1.10 
Timekeeping mechanisms SHALL generate time 
and date values, including hours, minutes, and 
seconds. 

Ballot Delivery 
Test Case 

 

Administration 
Test Case 

Registration 
Processing Test 
Case 

5.6.1.11 
The precision of the timekeeping mechanism 
SHALL be able to distinguish and properly order all 
log events. 

Ballot Delivery 
Test Case 

This requirement must meet 5.6.1.10 Registration 
Processing Test 
Case 
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5.6.1.12 Only the system administrator SHALL be permitted 
to set the system clock. 

N/A 
Wyle determined that this requirement is N/A 
due to this function being a system 
administration function. 

5.6.2 Communication Logging   

5.6.2.1 All communications actions SHALL be logged. 
 Penetration 
Test Case 

This requirement does not define what all 
communications encompasses.  

5.6.2.2 

The communications log SHALL contain at least 
the following entries: 
 
Times when the communications are activated and 
deactivated; 
 
Services accessed; 
 
Identification of the device which data was 
transmitted to or received from; 
 
Identification of authorized entity; and 
 
Successful and unsuccessful attempts to access 
communications or services. 

Ballot Delivery 
Test Case 

 

 Penetration 
Test Case 

5.6.3 System Event Logging   

 

This section describes requirements for the voting 
system to perform event logging for system 
maintenance troubleshooting, recording the history 
of system activity, and detecting unauthorized or 
malicious activity. The operating system, and/or 
applications software may perform the actual event 
logging. There may be multiple logs in use for any 
system component. 

 

 

5.6.3.1 

The voting system SHALL log the following data 
for each event: 
 
a. System ID; 
 
b. Unique event ID and/or type; 
 
c. Timestamp; 
 
d. Success or failure of event, if applicable; 
 
e. User ID triggering the event, if applicable; and 
 
f. Jurisdiction, if applicable. 

Administration 
Test Case 

 

Ballot Delivery 
Test Case 

Recovery form 
hardware error 
Test Case 

 Penetration 
Test Case 
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5.6.3.2 All critical events SHALL be recorded in the 
system event log. 

 Penetration 
Test Case 

This requirement does not define what a critical 
event might be. 

Ballot Delivery 
Test Case 

Recovery form 
hardware error 
Test Case 

Registration 
Processing Test 
Case 

5.6.3.3 

At a minimum the voting system SHALL log the 
events described in the table below. 
 
NOTE:  See "Table 5-2 System Events" in 
document - page 71 

Administration 
Test Case 

Wyle was unable to completely validate this 
requirement due to limited access to physical 
hardware.  The majority of the events defined are 
from a server OS level and not a web based 
application level.  

Ballot Delivery 
Test Case 

 Penetration 
Test Case 

Recovery form 
hardware error 
Test Case 

5.7 Incident Response   
5.7.1 Incident Response Support   

5.7.1.1 

Manufacturers SHALL document what types of 
system operations or security events (e.g., failure of 
critical component, detection of malicious code, 
unauthorized access to restricted data) are classified 
as critical. 

N/A 

Wyle determined that this requirement is not 
applicable to a web based application. But it is a 
requirement for a web server and therefore could 
not be tested at this time. 

5.7.1.2 

An alarm that notifies appropriate personnel 
SHALL be generated on the vote capture device, 
system server, or tabulation device, depending upon 
which device has the error, if a critical event is 
detected. 

N/A 

Wyle determined that this requirement is not 
applicable to a web based application. A system 
server notification should be sent to 
administrators when issues arise with the web 
server. 

5.8 Physical and Environmental Security   
5.8.1 Physical Access   
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5.8.1.1 
Any unauthorized physical access SHALL leave 
physical evidence that an unauthorized event has 
taken place. 

N/A 

Wyle determined that this requirement is not 
applicable to a web based application. 
Implementation of this requirement would be in 
a remote server facility. 

5.8.2.1 
The voting system SHALL disable physical ports 
and access points that are not essential to voting 
operations, testing, and auditing. 

Host Server 
Security Test 
Case 

 

5.8.3.1 

If a physical connection between the vote capture 
device and a component is broken, the affected vote 
capture device port SHALL be automatically 
disabled. 

N/A 

Wyle determined that this requirement is not 
applicable to a web based application.  A 
physical connection will only be made during a 
single instance of vote casting. 

5.8.3.2 
The voting system SHALL produce a visual alarm 
if a connected component is physically 
disconnected. 

N/A 
Wyle determined that this requirement is not 
applicable to a web based application. 

5.8.3.3 
An event log entry that identifies the name of the 
affected device SHALL be generated if a vote 
capture device component is disconnected. 

N/A 
Wyle determined that this requirement is not 
applicable to a web based application. 

5.8.3.4 Disabled ports SHALL only be re-enabled by 
authorized administrators. 

Administration 
Test Case 

 

5.8.3.5 

Vote capture devices SHALL be designed with the 
capability to restrict physical access to voting 
device ports that accommodate removable media 
with the exception of ports used to activate a voting 
session. 

N/A 

Wyle determined that this requirement is not 
applicable to a web based application.  
Implementation of this requirement would be in 
a remote server facility. 

5.8.3.6 

Vote capture devices SHALL be designed to give a 
physical indication of tampering or unauthorized 
access to ports and all other access points, if used as 
described in the manufacturer's documentation. 

N/A 

Wyle determined that this requirement is not 
applicable to a web based application. 
Implementation of this requirement would be in 
a remote server facility. 

5.8.3.7 
Vote capture devices SHALL be designed such that 
physical ports can be manually disabled by an 
authorized administrator. 

N/A 

Wyle determined that this requirement is not 
applicable to a web based application. 
Implementation of this requirement would be in 
a remote server facility. 

5.8.4 Door Cover and Panel Security   

5.8.4.1 

Access points such as covers and panels SHALL be 
secured by locks or tamper evident or tamper 
resistant countermeasures and SHALL be 
implemented so that kiosk workers can monitor 
access to vote capture device components through 
these points. 

N/A 

Wyle determined that this requirement is not 
applicable to a web based application. 
Implementation of this requirement would be in 
a remote server facility. 
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5.8.5 Secure Paper Record Receptacle   

 

If the voting system provides paper record 
containers then they SHALL be designed such that 
any unauthorized physical access results in physical 
evidence that an unauthorized event has taken place. 

N/A Wyle determined that this requirement is not 
applicable to a web based application 

5.8.6 Secure Physical Lock and Key   

5.8.6.1 

Voting equipment SHALL be designed with 
countermeasures that provide physical indication 
that unauthorized attempts have been made to 
access locks installed for security purposes. 

N/A 

Wyle determined that this requirement is not 
applicable to a web based application. 
Implementation of this requirement would be in 
a remote server facility. 

5.8.6.2 
Manufacturers SHALL provide locking systems for 
securing vote capture devices that can make use of 
keys that are unique to each owner. 

N/A 

Wyle determined that this requirement is not 
applicable to a web based application. 
Implementation of this requirement would be in 
a remote server facility. 

5.8.7 Media Protection   

 

These requirements apply to all media, both paper 
and digital, that contain personal privacy related 
data or other protected or sensitive types of 
information. 

  

5.8.7.1 

The voting system SHALL meet the following 
requirements: 
 
a. All paper records (including rejected ones) 
printed at the kiosk locations SHALL be deposited 
in a secure container; 
b. Vote capture device hardware, software and 
sensitive information (e.g., electoral roll) SHALL 
be physically protected to prevent unauthorized 
modification or disclosure; and 
c. Vote capture device hardware components, 
peripherals and removable media SHALL be 
identified and registered by means of a unique serial 
number or other  identifier. 

N/A Wyle determined that this requirement is not 
applicable to a web based application.  

5.9 Penetration Resistance   
5.9.1 Resistance to Penetration Attempts   

5.9.1.1 
The voting system SHALL be resistant to attempts 
to penetrate the system by any remote unauthorized 
entity. 

 Penetration 
Test Case 

 

Host Server 
Security Test 
Case 

5.9.1.2 

The voting system SHALL be configured to 
minimize ports, responses and information 
disclosure about the system while still providing 
appropriate functionality. 

 Penetration 
Test Case 

 

Host Server 
Security Test 
Case 
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5.9.1.3 The voting system SHALL provide no access, 
information or services to unauthorized entities. 

 Penetration 
Test Case 

 Administration 
Test Case 

5.9.1.4 
All interfaces SHALL be penetration resistant 
including TCP/IP, wireless, and modems from any 
point in the system. 

Penetration Test 
Case  

5.9.1.5 
The configuration and setup to attain penetration 
resistance SHALL be clearly and completely 
documented. 

Penetration Test 
Case 

Based on the system documentation provided by 
the participants in this test campaign, Wyle was 
unable to validate this requirement.  However, 
Wyle deems it necessary for future testing. 

5.9.2.1 

The scope of penetration testing SHALL include all 
the voting system components. The scope of 
penetration testing includes but is not limited to the 
following: 
 
System server; 
 
Vote capture devices; 
 
Tabulation device; 
 
All items setup and configured per Technical Data 
Package (TDP) recommendations; 
 
Local wired and wireless networks; and03/09/2011 
 
Internet connections. 

 Penetration 
Test Case  

5.9.2.2 

Penetration testing SHALL be conducted on a 
voting system set up in a controlled lab 
environment. Setup and configuration SHALL be 
conducted in accordance with the TDP, and SHALL 
replicate the real world environment in which the 
voting system will be used. 

Penetration Test 
Case 

Wyle was unable to validate this requirement, 
but deems it necessary for future testing. 

5.9.2.3 

The penetration testing team SHALL conduct white 
box testing using manufacturer supplied 
documentation and voting system architecture 
information.  Documentation includes the TDP and 
user documentation. The testing team SHALL have 
access to any relevant information regarding the 
voting system configuration. This includes, but is 
not limited to, network layout and Internet Protocol 
addresses for system devices and components. The 
testing team SHALL be provided any source code 
included in the TDP. 

Penetration Test 
Case 

Wyle was unable to validate this requirement, 
but deems it necessary for future testing. 
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5.9.2.4 

Penetration testing seeks out vulnerabilities in the 
voting system that might be used to change the 
outcome of an election, interfere with voter ability 
to cast ballots, ballot counting, or compromise 
ballot secrecy. The penetration testing team SHALL 
prioritize testing efforts based on the following: 
 
a. Threat scenarios for the voting system under 
investigation; 
 
b. Remote attacks SHALL be prioritized over in-
person attacks; 
 
c. Attacks with a large impact SHALL be 
prioritized over attacks with a more narrow impact; 
and 
 
d. Attacks that can change the outcome of an 
election SHALL be prioritized over attacks that 
compromise ballot secrecy or cause non-selective 
denial of service. 

 Penetration 
Test Case 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Page No. B-1 of 52 
Test Report No. T58371.01-01 

 
 

WYLE LABORATORIES, INC.   
Huntsville Facility 

 
 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 
 
 
 
 
 

ATTACHMENT B 
 

TEST CASES 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Page No. B-2 of 52 
Test Report No. T58371.01-01 

 
 

WYLE LABORATORIES, INC.   
Huntsville Facility 

 
 



Page No. B-3 of 52 
Test Report No. T58371.01-01 

 
 

WYLE LABORATORIES, INC.   
Huntsville Facility 

 
 



Page No. B-4 of 52 
Test Report No. T58371.01-01 

 
 

WYLE LABORATORIES, INC.   
Huntsville Facility 

 
 



Page No. B-5 of 52 
Test Report No. T58371.01-01 

 
 

WYLE LABORATORIES, INC.   
Huntsville Facility 

 
 



Page No. B-6 of 52 
Test Report No. T58371.01-01 

 
 

WYLE LABORATORIES, INC.   
Huntsville Facility 

 
 



Page No. B-7 of 52 
Test Report No. T58371.01-01 

 
 

WYLE LABORATORIES, INC.   
Huntsville Facility 

 
 



Page No. B-8 of 52 
Test Report No. T58371.01-01 

 
 

WYLE LABORATORIES, INC.   
Huntsville Facility 

 
 



Page No. B-9 of 52 
Test Report No. T58371.01-01 

 
 

WYLE LABORATORIES, INC.   
Huntsville Facility 

 
 

 



Page No. B-10 of 52 
Test Report No. T58371.01-01 

 
 

WYLE LABORATORIES, INC.   
Huntsville Facility 

 
 



Page No. B-11 of 52 
Test Report No. T58371.01-01 

 
 

WYLE LABORATORIES, INC.   
Huntsville Facility 

 
 



Page No. B-12 of 52 
Test Report No. T58371.01-01 

 
 

WYLE LABORATORIES, INC.   
Huntsville Facility 

 
 



Page No. B-13 of 52 
Test Report No. T58371.01-01 

 
 

WYLE LABORATORIES, INC.   
Huntsville Facility 

 
 



Page No. B-14 of 52 
Test Report No. T58371.01-01 

 
 

WYLE LABORATORIES, INC.   
Huntsville Facility 

 
 



Page No. B-15 of 52 
Test Report No. T58371.01-01 

 
 

WYLE LABORATORIES, INC.   
Huntsville Facility 

RY 
 



Page No. B-16 of 52 
Test Report No. T58371.01-01 

 
 

WYLE LABORATORIES, INC.   
Huntsville Facility 

 
 

 



Page No. B-17 of 52 
Test Report No. T58371.01-01 

 
 

WYLE LABORATORIES, INC.   
Huntsville Facility 

 
 



Page No. B-18 of 52 
Test Report No. T58371.01-01 

 
 

WYLE LABORATORIES, INC.   
Huntsville Facility 

 
 



Page No. B-19 of 52 
Test Report No. T58371.01-01 

 
 

WYLE LABORATORIES, INC.   
Huntsville Facility 

 
 



Page No. B-20 of 52 
Test Report No. T58371.01-01 

 
 

WYLE LABORATORIES, INC.   
Huntsville Facility 

 
 



Page No. B-21 of 52 
Test Report No. T58371.01-01 

 
 

WYLE LABORATORIES, INC.   
Huntsville Facility 

 
 



Page No. B-22 of 52 
Test Report No. T58371.01-01 

 
 

WYLE LABORATORIES, INC.   
Huntsville Facility 

 
 



Page No. B-23 of 52 
Test Report No. T58371.01-01 

 
 

WYLE LABORATORIES, INC.   
Huntsville Facility 

 
 



Page No. B-24 of 52 
Test Report No. T58371.01-01 

 
 

WYLE LABORATORIES, INC.   
Huntsville Facility 

 
 



Page No. B-25 of 52 
Test Report No. T58371.01-01 

 
 

WYLE LABORATORIES, INC.   
Huntsville Facility 

CONFIDENTIAL AND PROPRIETARY 
 



Page No. B-26 of 52 
Test Report No. T58371.01-01 

 
 

WYLE LABORATORIES, INC.   
Huntsville Facility 

 
 



Page No. B-27 of 52 
Test Report No. T58371.01-01 

 
 

WYLE LABORATORIES, INC.   
Huntsville Facility 

 
 



Page No. B-28 of 52 
Test Report No. T58371.01-01 

 
 

WYLE LABORATORIES, INC.   
Huntsville Facility 

 
 



Page No. B-29 of 52 
Test Report No. T58371.01-01 

 
 

WYLE LABORATORIES, INC.   
Huntsville Facility 

 
 



Page No. B-30 of 52 
Test Report No. T58371.01-01 

 
 

WYLE LABORATORIES, INC.   
Huntsville Facility 

 
 



Page No. B-31 of 52 
Test Report No. T58371.01-01 

 
 

WYLE LABORATORIES, INC.   
Huntsville Facility 

 
 



Page No. B-32 of 52 
Test Report No. T58371.01-01 

 
 

WYLE LABORATORIES, INC.   
Huntsville Facility 

 
 



Page No. B-33 of 52 
Test Report No. T58371.01-01 

 
 

WYLE LABORATORIES, INC.   
Huntsville Facility 

 
 

 



Page No. B-34 of 52 
Test Report No. T58371.01-01 

 
 

WYLE LABORATORIES, INC.   
Huntsville Facility 

 
 



Page No. B-35 of 52 
Test Report No. T58371.01-01 

 
 

WYLE LABORATORIES, INC.   
Huntsville Facility 

 
 



Page No. B-36 of 52 
Test Report No. T58371.01-01 

 
 

WYLE LABORATORIES, INC.   
Huntsville Facility 

 
 



Page No. B-37 of 52 
Test Report No. T58371.01-01 

 
 

WYLE LABORATORIES, INC.   
Huntsville Facility 

 
 



Page No. B-38 of 52 
Test Report No. T58371.01-01 

 
 

WYLE LABORATORIES, INC.   
Huntsville Facility 

 
 



Page No. B-39 of 52 
Test Report No. T58371.01-01 

 
 

WYLE LABORATORIES, INC.   
Huntsville Facility 

 
 



Page No. B-40 of 52 
Test Report No. T58371.01-01 

 
 

WYLE LABORATORIES, INC.   
Huntsville Facility 

 
 



Page No. B-41 of 52 
Test Report No. T58371.01-01 

 
 

WYLE LABORATORIES, INC.   
Huntsville Facility 

 
 



Page No. B-42 of 52 
Test Report No. T58371.01-01 

 
 

WYLE LABORATORIES, INC.   
Huntsville Facility 

 
 



Page No. B-43 of 52 
Test Report No. T58371.01-01 

 
 

WYLE LABORATORIES, INC.   
Huntsville Facility 

 
 



Page No. B-44 of 52 
Test Report No. T58371.01-01 

 
 

WYLE LABORATORIES, INC.   
Huntsville Facility 

 
 



Page No. B-45 of 52 
Test Report No. T58371.01-01 

 
 

WYLE LABORATORIES, INC.   
Huntsville Facility 

 
 



Page No. B-46 of 52 
Test Report No. T58371.01-01 

 
 

WYLE LABORATORIES, INC.   
Huntsville Facility 

 
 



Page No. B-47 of 52 
Test Report No. T58371.01-01 

 
 

WYLE LABORATORIES, INC.   
Huntsville Facility 

 
 



Page No. B-48 of 52 
Test Report No. T58371.01-01 

 
 

WYLE LABORATORIES, INC.   
Huntsville Facility 

 
 



Page No. B-49 of 52 
Test Report No. T58371.01-01 

 
 

WYLE LABORATORIES, INC.   
Huntsville Facility 

 
 



Page No. B-50 of 52 
Test Report No. T58371.01-01 

 
 

WYLE LABORATORIES, INC.   
Huntsville Facility 

 
 



Page No. B-51 of 52 
Test Report No. T58371.01-01 

 
 

WYLE LABORATORIES, INC.   
Huntsville Facility 

 
 



Page No. B-52 of 52 
Test Report No. T58371.01-01 

 
 

WYLE LABORATORIES, INC.   
Huntsville Facility 

 
 

 
 



Page No. C-1 of 1 
Test Report No. T58371.01-01 

 
 

WYLE LABORATORIES, INC.   
Huntsville Facility 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

ATTACHMENT C 
 

STATISTICAL ANALYSIS OF UOCAVA EVSW’S 
 
 

Note: This Attachment is landscape orientation and requires 11x17 page size. 



UOCAVA Uniformed and Overseas Citizens Absentee Voting Act (UOCAVA) Pilot 
Program Testing Requirements

Req. No. Functional Requirements Matrix Wyle Comment

Section 5 Security
5.1 Access Control 29 21 10 15 41.67% 17.50% 15.83% 25.00%

This section states requirements for the identification of authorized system 
users, processes and devices and the authentication or verification of those 
identities as a prerequisite to granting access to system processes and data. It 
also includes requirements to limit and control access to critical system 
components to protect system and data integrity, availability, confidentiality, 
and accountability.

This section applies to all entities attempting to physically enter voting system 
facilities or to request services or data from the voting system.

5.1.1 Separation of Duties 7 0 3 5 47% 0% 20% 33%

5.1.1.1
The voting system SHALL allow the definition of personnel roles with 
segregated duties and responsibilities on critical processes to prevent a single 
person from compromising the integrity of the system.

Some system's not tested due to not have lab 
access to hardware for validation.

Not 
Tested 

Not 
Tested 

Pass Pass Pass 
3 0 2 0 60% 0% 40% 0%

5.1.1.2
The voting system SHALL ensure that only authorized roles, groups, or 
individuals have access to election data.

Some system's not tested due to not have lab 
access to hardware for validation.

Not 
Tested 

Pass Pass Pass Pass 4 0 1 0 80% 0% 20% 0%

5.1.1.3
The voting system SHALL require at least two persons from a predefined 
group for validating the election configuration information, accessing the cast 
vote records, and starting the tabulation process.

Current web based system do not do tabulation 
so this requirement was not applicable to our 
testing. The majority of election configuration 
is done independent of the Web application 
and is therefore not a critical function of our 
testing.

N/A N/A N/A N/A N/A

0 0 0 5 0% 0% 0% 100%

5.1.2 Voting System Access 22 21 7 10 37% 35% 12% 17%

The voting system SHALL provide access control mechanisms designed to 
permit authorized access and to prevent unauthorized access to the system.

Pass Pass Pass Pass Pass 

5 0 0 0 100% 0% 0% 0%

5.1.2.1
The voting system SHALL identify and authenticate each person, to whom 
access is granted, and the specific functions and data to which each person 
holds authorized access.

Some system's not tested due to not have lab 
access to hardware for validation.

Not 
Tested 

Pass Pass Pass Pass 

4 0 1 0 80% 0% 20% 0%

5.1.2.2
The voting system SHALL allow the administrator group or role to configure 
permissions and functionality for each identity, group or role to include 
account and group/role creation, modification, and deletion.

Some system's not tested due to not have lab 
access to hardware for validation.

Not 
Tested 

Not 
Tested 

Pass Pass Pass 
3 0 2 0 60% 0% 40% 0%

System 
B

System 
A ResultsSystem 

C
System 

D
System 

E

Pass Fail
Not 

Tested 
N/A N/APass Fail

Not 
Tested 



5.1.2.3
The voting system’s default access control permissions SHALL implement the 
least privileged role or group needed.

Some system's not tested due to not have lab 
access to hardware for validation.

Not 
Tested 

Not 
Tested 

Fail Pass Fail 1 2 2 0 20% 40% 40% 0%

5.1.2.4
The voting system SHALL prevent a lower-privilege process from modifying 
a higher-privilege process.

Some system's not tested due to not have lab 
access to hardware for validation.

Not 
Tested 

Not 
Tested 

Pass Pass Pass 3 0 2 0 60% 0% 40% 0%

5.1.2.5
The voting system SHALL NOT require its execution as an operating system 
privileged account and SHALL NOT require the use of an operating system 
privileged account for its operation.

Wyle’s testing was based on utilization of a 
web based application. Therefore this did not 
apply directly. But, it was noted that in some 
systems tested the OS administration 
privileges were required to configure election 
information.

N/A N/A N/A N/A N/A

0 0 0 5 0% 0% 0% 100%

5.1.2.6
The voting system SHALL log the identification of all personnel accessing or 
attempting to access the voting system to the system event log.

Pass Fail Fail Fail Pass 

2 3 0 0 40% 60% 0% 0%

5.1.2.7
The (voting system) SHALL provide tools for monitoring access to the 
system. These tools SHALL provide specific users real time display of persons 
accessing the system as well as reports from logs.

Pass Fail Fail Fail Fail
1 4 0 0 20% 80% 0% 0%

5.1.2.8
Vote capture device located at the remote voting location and the central 
server SHALL have the capability to restrict access to the voting system after 
a preset number of login failures.  

Fail Fail Fail Fail Fail

0 5 0 0 0% 100% 0% 0%

5.1.2.9
The voting system SHALL log a notification when any account has been 
locked out.

Fail Fail Fail Fail Fail

0 5 0 0 0% 100% 0% 0%

5.1.2.10

Authenticated sessions on critical processes SHALL have an inactivity time-
out control that will require personnel re-authentication when reached. This 
time-out SHALL be implemented for administration and monitor consoles on 
all voting system devices.

Fail Fail Pass Pass Pass 

3 2 0 0 60% 40% 0% 0%

5.1.2.11
Authenticated sessions on critical processes SHALL have a screen-lock 
functionality that can be manually invoked.

This requirement was deemed N/A due to the 
web based application being accessible from a 
privately controlled PC and not a public 
Voting site.

N/A N/A N/A N/A N/A

0 0 0 5 0% 0% 0% 100%

5.2 Identification and Authentication 26 24 9 6 40% 37% 14% 9%

5.2.1 Authentication 26 24 9 6 40% 37% 14% 9%

5.2.1.1
Authentication mechanisms supported by the voting system SHALL support 
authentication strength of at least 1/1,000,000.

Not 
Tested 

Pass Pass Fail Pass 3 1 1 0 60% 20% 20% 0%



5.2.1.2
The voting system SHALL authenticate users per the minimum authentication 
methods outlined below.

Some system's not tested due to not have lab 
access to hardware for validation.

Not 
Tested 

Not 
Tested 

Fail Pass Fail

1 2 2 0 20% 40% 40% 0%

5.2.1.3
The voting system SHALL provide multiple authentication methods to support 
multi-factor authentication.

Fail Fail Pass Pass Pass 3 2 0 0 60% 40% 0% 0%

5.2.1.4
When private or secret authentication data is stored by the voting system, it 
SHALL be protected to ensure that the confidentiality and integrity of the data 
are not violated.

Some system's not tested due to not have lab 
access to hardware for validation.

Not 
Tested 

Pass Pass Pass Pass 
4 0 1 0 80% 0% 20% 0%

5.2.1.5
The voting system SHALL provide a mechanism to reset a Password if it is 
forgotten, in accordance with the system access/security policy.

Fail Pass Fail Fail Fail 1 4 0 0 20% 80% 0% 0%

5.2.1.6

The voting system SHALL allow the administrator group or role to specify 
Password strength for all accounts including minimum Password length, use of 
capitalized letters, use of numeric characters, and use of non-alphanumeric 
characters per NIST 800-63 Electronic Authentication Guideline Standards.

Some system's not tested due to not have lab 
access to hardware for validation.

Not 
Tested 

Fail Fail Fail Fail

0 4 1 0 0% 80% 20% 0%

5.2.1.7
The voting system SHALL enforce Password histories and allow the 
administrator to configure the history length when Passwords are stored by the 
system.

Some system's not tested due to not have lab 
access to hardware for validation.

Not 
Tested 

Fail Fail Fail Fail
0 4 1 0 0% 80% 20% 0%

5.2.1.8
The voting system SHALL ensure that the user name is not used in the 
Password.

Some system's not tested due to not have lab 
access to hardware for validation.

Not 
Tested 

Not 
Tested 

Pass Fail Fail 1 2 2 0 20% 40% 40% 0%

5.2.1.9
The voting system SHALL provide a means to automatically expire 
Passwords.

Some system's not tested due to not have lab 
access to hardware for validation.

Not 
Tested 

Fail Fail Fail Fail 0 4 1 0 0% 80% 20% 0%

5.2.1.10
The voting system servers and vote capture devices SHALL identify and 
authenticate one another using NIST - approved cryptographic authentication 
methods at the 112 bits of security.

Pass Fail Pass Pass Pass 
4 1 0 0 80% 20% 0% 0%

5.2.1.11
Remote voting location site Virtual Private Network (VPN) connections (i.e., 
vote capture devices) to voting servers SHALL be authenticated using strong 
mutual cryptographic authentication at the 112 bits of security.

This requirement was deemed N/A due to the 
web based application being accessible from a 
privately controlled PC and not a public 
Voting site.

N/A N/A N/A N/A N/A

0 0 0 5 0% 0% 0% 100%

5.2.1.12
Message authentication SHALL be used for applications to protect the 
integrity of the message content using a schema with 112 bits of security.

N/A Pass Pass Pass Pass 
4 0 0 1 80% 0% 0% 20%

5.2.1.13
IPsec, SSL, or TLS and MAC mechanisms SHALL all be configured to be 
compliant with FIPS 140-2 using approved algorithm suites and protocols.

Pass Pass Pass Pass Pass 
5 0 0 0 100% 0% 0% 0%

5.3 Cryptography 5 12 18 0 11% 27% 62% 0%

5.3.1 General Cryptography Requirements 4 11 0 0 27% 73% 0% 0%

5.3.1.1
All cryptographic functionality SHALL be implemented using NIST-approved 
cryptographic algorithms/schemas, or use published and credible 
cryptographic algorithms/schemas/protocols.

Fail Fail Fail Fail Fail
0 5 0 0 0% 100% 0% 0%

5.3.1.2
Cryptographic algorithms and schemas SHALL be implemented with a 
security strength equivalent to at least 112 bits of security to protect sensitive 
voting information and election records.

Fail Fail Fail Fail Fail
0 5 0 0 0% 100% 0% 0%



5.3.1.3

Cryptography used to protect information in-transit over public 
telecommunication networks SHALL use NIST-approved algorithms and 
cipher suites. In addition the implementations of these algorithms SHALL be 
NIST-approved (Cryptographic Algorithm Validation Program).

Pass Fail Pass Pass Pass 

4 1 0 0 80% 20% 0% 0%

5.3.2 Key Management
The following requirements apply to voting systems that generate 
cryptographic keys internally. 1 2 37 0 0% 4% 96% 0%

5.3.2.1
Cryptographic keys generated by the voting system SHALL use a NIST-
approved key generation method, or a published and credible key generation 
method.

Some system's not tested due to not having lab 
access to hardware for validation or necessary 
documentation.

Not 
Tested 

Not 
Tested 

Not 
Tested 

Not 
Tested 

Not 
Tested 0 0 5 0 0% 0% 100% 0%

5.3.2.2

Compromising the security of the key generation method (e.g., guessing the 
seed value to initialize the deterministic random number generator (RNG)) 
SHALL require as least as many operations as determining the value of the 
generated key.

Some system's not tested due to not having lab 
access to hardware for validation or necessary 
documentation.

Not 
Tested 

Not 
Tested 

Not 
Tested 

Not 
Tested 

Not 
Tested 

0 0 5 0 0% 0% 100% 0%

5.3.2.3

If a seed key is entered during the key generation process, entry of the key 
SHALL meet the key entry requirements in 5.3.3.1. If intermediate key 
generation values are output from the cryptographic module, the values 
SHALL be output either in encrypted form or under split knowledge 
procedures.

Some system's not tested due to not having lab 
access to hardware for validation or necessary 
documentation.

Not 
Tested 

Not 
Tested 

Not 
Tested 

Not 
Tested 

Not 
Tested 

0 0 5 0 0% 0% 100% 0%

5.3.2.4

Cryptographic keys used to protect information in-transit over public 
telecommunication networks SHALL use NIST-approved key generation 
methods. If the approved key generation method requires input from a random 
number generator, then an approved (FIPS 140-2) random number generator 
SHALL be used.

Some system's not tested due to not having lab 
access to hardware for validation or necessary 
documentation.

Not 
Tested 

Not 
Tested 

Not 
Tested 

Not 
Tested 

Not 
Tested 

0 0 5 0 0% 0% 100% 0%

5.3.2.5

Random number generators used to generate cryptographic keys SHALL 
implement one or more health tests that provide assurance that the random 
number generator continues to operate as intended (e.g., the entropy source is 
not stuck).

Some system's not tested due to not having lab 
access to hardware for validation or necessary 
documentation.

Not 
Tested 

Not 
Tested 

Not 
Tested 

Fail
Not 
Tested 

0 1 4 0 0% 20% 80% 0%

5.3.3 Key Establishment

Key establishment may be performed by automated methods (e.g., use of a 
public key algorithm), manual methods (use of a manually transported key 
loading device), or a combination of automated and manual methods. 1 1 18 0 5% 5% 90% 0%

5.3.3.1

Secret and private keys established using automated methods SHALL be 
entered into and output from a voting system in encrypted form. Secret and 
private keys established using manual methods may be entered into or output 
from a system in plaintext form.

Some system's not tested due to not having lab 
access to hardware for validation or necessary 
documentation.

Not 
Tested 

Not 
Tested 

Not 
Tested 

Fail
Not 
Tested 

0 1 4 0 0% 20% 80% 0%

5.3.4.1
Cryptographic keys stored within the voting system SHALL NOT be stored in 
plaintext. Keys stored outside the voting system SHALL be protected from 
disclosure or modification.

Some system's not tested due to not having lab 
access to hardware for validation or necessary 
documentation.

Not 
Tested 

Not 
Tested 

Not 
Tested 

Pass 
Not 
Tested 1 0 4 0 20% 0% 80% 0%

5.3.4.2
The voting system SHALL provide methods to zeroize all plaintext secret and 
private cryptographic keys within the system.

Some system's not tested due to not having lab 
access to hardware for validation or necessary 
documentation.

Not 
Tested 

Not 
Tested 

Not 
Tested 

Not 
Tested 

Not 
Tested 0 0 5 0 0% 0% 100% 0%

5.3.4.3
The voting system SHALL support the capability to reset cryptographic keys 
to new values.

Some system's not tested due to not having lab 
access to hardware for validation or necessary 
documentation.

Not 
Tested 

Not 
Tested 

Not 
Tested 

Not 
Tested 

Not 
Tested 0 0 5 0 0% 0% 100% 0%

5.4 Voting System Integrity Management
This section addresses the secure deployment and operation of the voting 
system, including the protection of removable media and protection against 
malicious software. 3 2 10 20 9% 6% 29% 57%

5.4.1 Protecting the Integrity of the Voting System 3 2 10 20 9% 6% 29% 57%



5.4.1.1
The integrity and authenticity of each individual cast vote SHALL be 
protected from any tampering or modification during transmission.

Current web based system do not do tabulation 
so this requirement was not applicable to our 
testing. 

N/A N/A N/A N/A N/A
0 0 0 5 0% 0% 0% 100%

5.4.1.2
The integrity and authenticity of each individual cast vote SHALL be 
preserved by means of a digital signature during storage.

Current web based system do not do tabulation 
so this requirement was not applicable to our 
testing. 

N/A N/A N/A N/A N/A
0 0 0 5 0% 0% 0% 100%

5.4.1.3 Cast vote data SHALL NOT be permanently stored on the vote capture device. Pass Pass Pass Fail Fail 3 2 0 0 60% 40% 0% 0%

5.4.1.4
The integrity and authenticity of the electronic ballot box SHALL be protected 
by means of a digital signature.

Current web based system do not do tabulation 
so this requirement was not applicable to our 
testing. 

N/A N/A N/A N/A N/A
0 0 0 5 0% 0% 0% 100%

5.4.1.5
The voting system SHALL use malware detection software to protect against 
known malware that targets the operating system, services, and applications.

Some system's not tested due to not having lab 
access to hardware for validation or necessary 
documentation.

Not 
Tested 

Not 
Tested 

Not 
Tested 

Not 
Tested 

Not 
Tested 0 0 5 0 0% 0% 100% 0%

5.4.1.6
The voting system SHALL provide a mechanism for updating malware 
detection signatures.

Some system's not tested due to not having lab 
access to hardware for validation or necessary 
documentation.

Not 
Tested 

Not 
Tested 

Not 
Tested 

Not 
Tested 

Not 
Tested 0 0 5 0 0% 0% 100% 0%

5.4.1.7
The voting system SHALL provide the capability for kiosk workers to validate 
the software used on the vote capture devices as part of the daily initiation of 
kiosk operations.

Wyle deems this requirement N/A due to the 
Web Based architecture.

N/A N/A N/A N/A N/A
0 0 0 5 0% 0% 0% 100%

5.5 Communications Security

This section provides requirements for communications security. These 
requirements address ensuring the integrity of transmitted information and 
protecting the voting system from external communications-based threats. 8 4 33 5 18% 8% 67% 8%

5.5.1 Data Transmission Security 3 3 19 5 10% 10% 63% 17%

5.5.1.1

Voting systems that transmit data over communications links SHALL provide 
integrity protection for data in transit through the generation of integrity data 
(digital signatures and/or message authentication codes) for outbound traffic 
and verification of the integrity data for inbound traffic.

Some system's not tested due to not having lab 
access to hardware for validation or necessary 
documentation.

Not 
Tested 

Not 
Tested 

Not 
Tested 

Not 
Tested 

Not 
Tested 

0 0 5 0 0% 0% 100% 0%

5.5.1.2
Voting systems SHALL use at a minimum TLS 1.0, SSL 3.1 or equivalent 
protocols, including all updates to both protocols and implementations as of 
the date of the submission (e.g., RFC 5746 for TLS 1.0).

Some system's not tested due to not having lab 
access to hardware for validation or necessary 
documentation.

Not 
Tested 

Not 
Tested 

Not 
Tested 

Not 
Tested 

Not 
Tested 

0 0 5 0 0% 0% 100% 0%

5.5.1.3
Voting systems deploying VPNs SHALL configure them to only allow FIPS-
compliant cryptographic algorithms and cipher suites.

Wyle deems this requirement N/A due to the 
Web Based architecture. VPN systems will 
only be utilized at a system server level.

N/A N/A N/A N/A N/A

0 0 0 5 0% 0% 0% 100%

5.5.1.4 Each communicating device SHALL have a unique system identifier.
Some system's not tested due to not having lab 
access to hardware for validation or necessary 
documentation.

Not 
Tested 

Not 
Tested 

Not 
Tested 

Pass Fail
1 1 3 0 20% 20% 60% 0%

5.5.1.5
Each device SHALL mutually strongly authenticate using the system identifier 
before additional network data packets are processed.

Some system's not tested due to not having lab 
access to hardware for validation or necessary 
documentation.

Not 
Tested 

Not 
Tested 

Not 
Tested 

Fail Fail
0 2 3 0 0% 40% 60% 0%

5.5.1.6
Data transmission SHALL preserve the secrecy of voters’ ballot selections and 
SHALL prevent the violation of ballot secrecy and integrity.

Some system's not tested due to not having lab 
access to hardware for validation or necessary 
documentation.

Not 
Tested 

Not 
Tested 

Not 
Tested 

Pass Pass 
2 0 3 0 40% 0% 60% 0%

5.5.2 External Threats 5 1 14 0 25% 5% 70% 0%

Voting systems SHALL implement protections against external threats to 
which the system may be susceptible.

Some system's not tested due to not having lab 
access to hardware for validation or necessary 
documentation.

Not 
Tested 

Not 
Tested 

Not 
Tested 

Pass 
Not 
Tested 1 0 4 0 20% 0% 80% 0%



5.5.2.1
Voting system components SHALL have the ability to enable or disable 
physical network interfaces.

Some system's not tested due to not having lab 
access to hardware for validation or necessary 
documentation.

Not 
Tested 

Pass 
Not 
Tested 

Pass Pass 
3 0 2 0 60% 0% 40% 0%

5.5.2.2
The number of active ports and associated network services and protocols 
SHALL be restricted to the minimum required for the voting system to 
function.

Some system's not tested due to not having lab 
access to hardware for validation or necessary 
documentation.

Not 
Tested 

Not 
Tested 

Not 
Tested 

Pass 
Not 
Tested 1 0 4 0 20% 0% 80% 0%

5.5.2.3
The voting system SHALL block all network connections that are not over a 
mutually authenticated channel.

Some system's not tested due to not having lab 
access to hardware for validation or necessary 
documentation.

Not 
Tested 

Not 
Tested 

Not 
Tested 

Fail
Not 
Tested 0 1 4 0 0% 20% 80% 0%

5.6 Logging 38 36 1 10 29% 65% 1% 6%

5.6.1 Log Management 34 15 1 10 57% 25% 2% 17%

5.6.1.1
The voting system SHALL implement default settings for secure log 
management activities, including log generation, transmission, storage, 
analysis, and disposal.

Some system's not tested due to not having lab 
access to hardware for validation.

Not 
Tested 

Pass Pass Pass Pass 
4 0 1 0 80% 0% 20% 0%

5.6.1.2 Logs SHALL only be accessible to authorized roles. Pass Pass Pass Pass Pass 5 0 0 0 100% 0% 0% 0%

5.6.1.3
The voting system SHALL restrict log access to append-only for privileged 
logging processes and read-only for authorized roles.

Pass Pass Pass Pass Pass 5 0 0 0 100% 0% 0% 0%

5.6.1.4 The voting system SHALL log logging failures, log clearing, and log rotation. Pass Fail Fail Fail Fail 1 4 0 0 20% 80% 0% 0%

5.6.1.5
The voting system SHALL store log data in a publicly documented format, 
such as XML, or include a utility to export log data into a publicly 
documented format.

Fail Fail Fail Pass Fail
1 4 0 0 20% 80% 0% 0%

5.6.1.6
The voting system SHALL ensure that each jurisdiction’s event logs and each 
component’s logs are separable from each other.

Some system's not tested due to not having lab 
access to hardware for validation.

N/A N/A N/A N/A N/A
0 0 0 5 0% 0% 0% 100%

5.6.1.7
The voting system SHALL include an application or program to view, 
analyze, and search event logs.

Fail Fail Pass Pass Pass 3 2 0 0 60% 40% 0% 0%

5.6.1.8
All logs SHALL be preserved in a useable manner prior to voting system 
decommissioning.

Pass Fail Pass Pass Pass 4 1 0 0 80% 20% 0% 0%

5.6.1.9
Logs SHALL NOT contain any data that could violate the privacy of the 
voter’s identity.

Pass Fail Pass Pass Pass 4 1 0 0 80% 20% 0% 0%

5.6.1.10
Timekeeping mechanisms SHALL generate time and date values, including 
hours, minutes, and seconds.

Fail Fail Pass Pass Pass 3 2 0 0 60% 40% 0% 0%

5.6.1.11
The precision of the timekeeping mechanism SHALL be able to distinguish 
and properly order all log events.

Fail Pass Pass Pass Pass 4 1 0 0 80% 20% 0% 0%

5.6.1.12 Only the system administrator SHALL be permitted to set the system clock. Some system's not tested due to not having lab 
access to hardware for validation.

N/A N/A N/A N/A N/A
0 0 0 5 0% 0% 0% 100%

5.6.2 Communication Logging 1 9 0 0 10% 90% 0% 0%

5.6.2.1 All communications actions SHALL be logged. Fail Fail Fail Fail Fail 0 5 0 0 0% 100% 0% 0%

5.6.2.2 The communications log SHALL contain at least the following entries: Fail Pass Fail Fail Fail 1 4 0 0 20% 80% 0% 0%

5.6.3 System Event Logging

This section describes requirements for the voting system to perform event 
logging for system maintenance troubleshooting, recording the history of 
system activity, and detecting unauthorized or malicious activity. The 
operating system, and/or applications software may perform the actual event 
logging. There may be multiple logs in use for any system component. 3 12 0 0 20% 80% 0% 0%

The voting system SHALL log the following data for each event:

a. System ID;



b. Unique event ID and/or type;

c. Timestamp;

d. Success or failure of event, if applicable;

5.6.3.2 All critical events SHALL be recorded in the system event log. Fail Fail Fail Fail Pass 1 4 0 0 20% 80% 0% 0%

5.6.3.3
At a minimum the voting system SHALL log the events described in the table 
below.

Fail Fail Fail Fail Fail 0 5 0 0 0% 100% 0% 0%

5.7 Incident Response 0 0 0 10 0 0 0 1

5.7.1 Incident Response Support 0 0 0 10 0% 0% 0% 100%

5.7.1.1
Manufacturers SHALL document what types of system operations or security 
events (e.g., failure of critical component, detection of malicious code, 
unauthorized access to restricted data) are classified as critical.

Wyle determined that this requirement is not 
applicable to a web based application. But it is 
a requirement for a web server and therefore 
could not be tested at this time.

N/A N/A N/A N/A N/A

0 0 0 5 0% 0% 0% 100%

5.7.1.2
An alarm that notifies appropriate personnel SHALL be generated on the vote 
capture device, system server, or tabulation device, depending upon which 
device has the error, if a critical event is detected.

Wyle determined that this requirement is not 
applicable to a web based application. A 
system server notification should be sent to 
administrators when issues arise with the web 
server.

N/A N/A N/A N/A N/A

0 0 0 5 0% 0% 0% 100%

5.8 Physical and Environmental Security 4 0 6 60 1.8% 0.0% 2.7% 95.6%

5.8.1 Physical Access 4 0 6 35 9% 0% 13% 78%

5.8.1.1
Any unauthorized physical access SHALL leave physical evidence that an 
unauthorized event has taken place.

Wyle determined that this requirement is not 
applicable to a web based application. 
Implementation of this requirement would be 
in a remote server facility.

N/A N/A N/A N/A N/A

0 0 0 5 0% 0% 0% 100%

5.8.2.1
The voting system SHALL disable physical ports and access points that are 
not essential to voting operations, testing, and auditing.

Some system's not tested due to not having lab 
access to hardware for validation.

Not 
Tested 

Not 
Tested 

Not 
Tested 

Not 
Tested 

Pass 
1 0 4 0 20% 0% 80% 0%

5.8.3.1
If a physical connection between the vote capture device and a component is 
broken, the affected vote capture device port SHALL be automatically 
disabled.

Wyle determined that this requirement is not 
applicable to a web based application.  A 
physical connection will only be made during 
a single instance of vote casting.

N/A N/A N/A N/A N/A

0 0 0 5 0% 0% 0% 100%

5.8.3.2
The voting system SHALL produce a visual alarm if a connected component is 
physically disconnected.

Wyle determined that this requirement is not 
applicable to a web based application.

N/A N/A N/A N/A N/A 0 0 0 5 0% 0% 0% 100%

5.8.3.3
An event log entry that identifies the name of the affected device SHALL be 
generated if a vote capture device component is disconnected.

Wyle determined that this requirement is not 
applicable to a web based application.

N/A N/A N/A N/A N/A
0 0 0 5 0% 0% 0% 100%

5.8.3.4 Disabled ports SHALL only be re-enabled by authorized administrators. Some system's not tested due to not having lab 
access to hardware for validation.

Not 
Tested 

Not 
Tested 

Pass Pass Pass 
3 0 2 0 60% 0% 40% 0%

2 3 0 0 40% 60% 0% 0%5.6.3.1 Pass Fail Fail Pass Fail



5.8.3.5
Vote capture devices SHALL be designed with the capability to restrict 
physical access to voting device ports that accommodate removable media 
with the exception of ports used to activate a voting session.

Wyle determined that this requirement is not 
applicable to a web based application.  
Implementation of this requirement would be 
in a remote server facility.

N/A N/A N/A N/A N/A

0 0 0 5 0% 0% 0% 100%

5.8.3.6
Vote capture devices SHALL be designed to give a physical indication of 
tampering or unauthorized access to ports and all other access points, if used 
as described in the manufacturer's documentation.

Wyle determined that this requirement is not 
applicable to a web based application. 
Implementation of this requirement would be 
in a remote server facility.

N/A N/A N/A N/A N/A

0 0 0 5 0% 0% 0% 100%

5.8.3.7
Vote capture devices SHALL be designed such that physical ports can be 
manually disabled by an authorized administrator.

Wyle determined that this requirement is not 
applicable to a web based application. 
Implementation of this requirement would be 
in a remote server facility.

N/A N/A N/A N/A N/A

0 0 0 5 0% 0% 0% 100%

5.8.4 Door Cover and Panel Security 0 0 0 5 0% 0% 0% 100%

5.8.4.1

Access points such as covers and panels SHALL be secured by locks or 
tamper evident or tamper resistant countermeasures and SHALL be 
implemented so that kiosk workers can monitor access to vote capture device 
components through these points.

Wyle determined that this requirement is not 
applicable to a web based application. 
Implementation of this requirement would be 
in a remote server facility.

N/A N/A N/A N/A N/A

0 0 0 5 0% 0% 0% 100%

5.8.5 Secure Paper Record Receptacle 0 0 0 5 0% 0% 0% 100%

If the voting system provides paper record containers then they SHALL be 
designed such that any unauthorized physical access results in physical 
evidence that an unauthorized event has taken place.

Wyle determined that this requirement is not 
applicable to a web based application

N/A N/A N/A N/A N/A

0 0 0 5 0% 0% 0% 100%

5.8.6 Secure Physical Lock and Key 0 0 0 10 0 0% 0% 100%

5.8.6.1
Voting equipment SHALL be designed with countermeasures that provide 
physical indication that unauthorized attempts have been made to access locks 
installed for security purposes.

Wyle determined that this requirement is not 
applicable to a web based application. 
Implementation of this requirement would be 
in a remote server facility.

N/A N/A N/A N/A N/A

0 0 0 5 0% 0% 0% 100%

5.8.6.2
Manufacturers SHALL provide locking systems for securing vote capture 
devices that can make use of keys that are unique to each owner.

Wyle determined that this requirement is not 
applicable to a web based application. 
Implementation of this requirement would be 
in a remote server facility.

N/A N/A N/A N/A N/A

0 0 0 5 0% 0% 0% 100%

5.8.7 Media Protection
These requirements apply to all media, both paper and digital, that contain 
personal privacy related data or other protected or sensitive types of 
information. 0 0 0 5 0% 0% 0% 100%

The voting system SHALL meet the following requirements:

a. All paper records (including rejected ones) printed at the kiosk locations 
SHALL be deposited in a secure container;

b. Vote capture device hardware, software and sensitive information (e.g., 
electoral roll) SHALL be physically protected to prevent unauthorized 
modification or disclosure; and

c. Vote capture device hardware components, peripherals and removable 
media SHALL be identified and registered by means of a unique serial number 
or other  identifier.

5.9 Penetration Resistance 18 10 8 9 40% 22% 18% 20%

5.9.1 Resistance to Penetration Attempts 18 10 8 9 40.0% 22.2% 17.8% 20.0%

5.9.1.1
The voting system SHALL be resistant to attempts to penetrate the system by 
any remote unauthorized entity.

Pass Pass Pass Fail Pass 4 1 0 0 80% 20% 0% 0%

0% 0% 100%
Wyle determined that this requirement is not 

applicable to a web based application. 
0 0 5 0%05.8.7.1 N/A N/A N/A N/AN/A



5.9.1.2
The voting system SHALL be configured to minimize ports, responses and 
information disclosure about the system while still providing appropriate 
functionality.

Pass Fail Pass Pass Pass 
4 1 0 0 80% 20% 0% 0%

5.9.1.3
The voting system SHALL provide no access, information or services to 
unauthorized entities.

Pass Fail Pass Fail Pass 3 2 0 0 60% 40% 0% 0%

5.9.1.4
All interfaces SHALL be penetration resistant including TCP/IP, wireless, and 
modems from any point in the system.

Pass Pass Pass Fail Pass 4 1 0 0 80% 20% 0% 0%

5.9.1.5
The configuration and setup to attain penetration resistance SHALL be clearly 
and completely documented.

Based on the system documentation provided 
by the participants in this test campaign, Wyle 
was unable to validate this requirement.  
However, Wyle deems it necessary for future 
testing.

Not 
Tested 

Not 
Tested 

Not 
Tested 

Fail
Not 
Tested 

0 1 4 0 0% 20% 80% 0%

The scope of penetration testing SHALL include all the voting system 
components. The scope of penetration testing includes but is not limited to the 
following:

System server;

Vote capture devices;

Tabulation device;

All items setup and configured per Technical Data Package (TDP) 
recommendations;

Local wired and wireless networks; and03/09/2011

Internet connections.

5.9.2.2

Penetration testing SHALL be conducted on a voting system set up in a 
controlled lab environment. Setup and configuration SHALL be conducted in 
accordance with the TDP, and SHALL replicate the real world environment in 
which the voting system will be used.

Wyle was unable to validate this requirement, 
but deems it necessary for future testing.

N/A N/A N/A Fail N/A 0 1 0 4 0% 20% 0% 80%

5.9.2.3

The penetration testing team SHALL conduct white box testing using 
manufacturer supplied documentation and voting system architecture 
information.  Documentation includes the TDP and user documentation. The 
testing team SHALL have access to any relevant information regarding the 
voting system configuration. This includes, but is not limited to, network 
layout and Internet Protocol addresses for system devices and components. 
The testing team SHALL be provided any source code included in the TDP.

Wyle was unable to validate this requirement, 
but deems it necessary for future testing.

N/A N/A N/A N/A N/A 0 0 0 5 0% 0% 0% 100%

Penetration testing seeks out vulnerabilities in the voting system that might be 
used to change the outcome of an election, interfere with voter ability to cast 
ballots, ballot counting, or compromise ballot secrecy. The penetration testing 
team SHALL prioritize testing efforts based on the following:

a. Threat scenarios for the voting system under investigation;

b. Remote attacks SHALL be prioritized over in-person attacks;
0% 20% 80% 0%

Wyle was unable to validate this requirement, 
but deems it necessary for future testing.

0 1 4 0

3 2 0 0 60% 40% 0% 0%5.9.2.1

5.9.2.4
Not 

Tested 
Fail

Not 
Tested 

Not 
Tested 

Not 
Tested 

Pass Pass Pass Fail Fail



c. Attacks with a large impact SHALL be prioritized over attacks with a more 
narrow impact; and

d. Attacks that can change the outcome of an election SHALL be prioritized 
over attacks that compromise ballot secrecy or cause non-selective denial of 
service.

Pass Fail
Not 

Tested N/A

24% 22% 24% 30%
Average 
summary




