Comparative Risk Analysis of the Current UOCAVA Voting System and an Electronic Alternative Report

Federal VVoting Assistance Program

Vulnerability-Threat Database (VTDb)

Threat Agent
Index ID |Source ID Threat Vector Threat Event Vulnerability Category Threat Agent(s) |Potential Mitigation Source Reference
1 1A-1 Out of date A voter moves and forgets to inform the  [Human error: there are no mechanisms to warn human- voter None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
registration election official of his/her new address. voters that their data is out of date. unintentional
2 1A-2 No access to form or |Voter unable to obtain form and Voters may not know how to locate his or her human- voter None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
instructions instructions. voting assistance officer or have access to the fvap’s |unintentional
voting assistance guide or website
3 1A-3 Unclear form or Voter unable to understand form or Voter registration applications and/instructions may [human- voter None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
instructions instructions. be unclear. unintentional
4 1A-4 Illegible handwriting |Voter’s handwriting is illegible such that Registration forms may be marked by hand. human- voter None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
the voter cannot be registered. unintentional
5 1A-5 Registration form Voter does not complete form (e.g., Registration forms may be marked by hand, which |human- voter None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
incomplete required information missing). lacks error-checking mechanisms. unintentional
6 1A-6 Mistakes on A voter provides incorrect information. Out-of-date election resources, human error human- voter None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
registration form unintentional
7 1A-7 Unable to locate help |Voter is unable to find help. Information about help is not always widely human- voter None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
available or easy to find. unintentional
8 1A-8 No access to mail Voter does not have access to mail service. [Mail services are not available in every location. human- voter None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
service unintentional
9 1A-9 Returned to wrong Completed application is sent to wrong There are no mechanisms in place to ensure the human- voter None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
election official location and/or election official. completed application is sent to the correct unintentional
address.
10 1A-10 Mangled application [Completed application is mangled on Equipment used in mail system may mangle mail.  |human- local election None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
receipt by election official. unintentional official
11 1A-11 Incorrect or The application is mailed back with There are no checks in place to ensure proper human- voter None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
insufficient postage |incorrect or lack of postage. postage. unintentional
12 1A-12 Registration form Voter registration application is lost or Foreign and domestic mail services are not fully human- mail employee; None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
delivery failure significantly delayed en route to the reliable. unintentional ISP technician
election official.
13 1A-13 Fake registration form|A voter is provided a fakee registration There are no mechanisms to ensure a voter obtains |human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
form and instructions. the correct registration form. insider(s)
14 1A-14 Voter obtains A voter obtains the incorrect form and or |Out-of-date election resources, human error human- voter None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
incorrect form instructions. unintentional
15 1A-15 Voter prevented from [Voter is prevented from completing the Lack of supervised or controlled environment human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
registering registration form. insider(s)
16 1A-16 Registering ineligible |An individual attempts to register ineligible |There are no mechanisms ensuring a voter can only |human-deliberate [malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
voters voters (e.g, voters from nearby attempt to register themselves insider(s)
jurisdictions, non-citizens, dead voters)
17 1A-17 False assistance An election official intentionally provides [Election official may know voter’s party affiliation = |human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
provided to voters incorrect assistance to a voter and want to prevent certain parties from voting. insider(s)
18 1A-18 Failure to mail Voter forgets to send registration form to [Human error human- voter None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
registration form election official. unintentional
19 1A-19 Flood of ballots An individual floods the election official Human processing is necessary to proof registration |human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
with false registration applications. applications. outsider(s)
20 2A-1 Ineligible voter An ineligible voter is registered to vote. Weak identity proofing mechanisms in the human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
registered registration process. insider(s)
21 2A-2 Eligible voter not An eligible voter is denied voter Weak identity proofing mechanisms in the human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
registered registration. registration process. insider(s)
22 2A-3 Vrdb not updated Application from unregistered voter is not [Limited automated error checking during human- local election None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
added or saved to vrdb. application processing. unintentional official
23 2A4 Wrong record in vrdb |Wrong record is selected for Limited automated error checking during human- local election None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
selected updating/merging. application processing. unintentional official
24 2A-5 Data entry error A mistake is made when copying the data |[Limited automated error checking during human- local election None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
from the application into the vrdb record |application processing. unintentional official
for the voter.
25 2A-6 Uocava voter A uocava voter is not flagged in vrdb as a  [Uocava voters are not automatically flagged, human- local election None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
improperly flagged uocava voter. software error unintentional official
26 2A-7 Failure of state State verification systems fail (e.g., process |Reliance on driver’s license and ssa databases to equipment failure |hardware; None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
verification systems |of verifying driver’s license numbers does |verify numbers. software
not work).
27 2A-8 Registration form not |Election official does not receive voter Foreign and domestic mail services are not fully human- mail employee; None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
received registration form reliable. unintentional ISP technician
28 2A-9 Intentional loss of Election official intentionally loses voter Insufficient checks and balances on privileged human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
registration form registration form election process insider(s)
29 2A-10 Destruction of Hostile individual/group spoils, destroys or |Poor physical security mechanisms, insufficient human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
registration forms manipulates registration forms or checks and balances on privileged election process insider(s)
registration processes
30 2A-11 Vrdb crash Vrdb is corrupted or crashes Substantive software errors or software equipment failure |hardware; None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
configuration error software
31 2A-12 Malicious code within |Vrdb performs different actions for certain |Software contains malicious code human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
vrdb classes of voters insider(s)
32 2A-13 Official refusing to Election official intentionally does not Insufficient checks and balances on privileged human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
register voter enter voter into vrdb election process insider(s)
33 2A-14 Official not verifying |Election official intentionally does not Insufficient checks and balances on privileged human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
eligibility verify voter eligibility election process insider(s)
34 2A-15 Accidental voter Election official does not follow the legally |Changing or confusing qualification requirements human- local election None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
registered mandated procedures for qualifying voters unintentional official
35 2A-16 Failure to send denial |Election official does not send denial of Human error human- local election None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
of registration registration to voter unintentional official
36 2A-17 Intentionally not Election official intentionally does not send|Insufficient checks and balances on privileged human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
sending denial of denial of registration to voter election process insider(s)
registration
37 2A-18 Voter unaware of Voter never receives denial of registration [Foreign and domestic mail services are not fully human- voter None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
denial of registration reliable. unintentional
38 2A-19 Ineligible voter Ineligible voters not removed from the list |It is often difficult for states to compare voter human- local election None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
records in vrdb of registered voters registration databases between states and to match |unintentional official
the voter rolls with death records.
39 3A-1 Election official A ballot packet is misaddressed by the Ballot packet addressing may be a manual or semi- |human- local election None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
misaddresses ballot |election official during ballot packet automated process. unintentional official
creation (e.g., incorrect use of
abbreviations).
40 3A-2 Misaddressed ballot |A ballot packet is misaddressed during Error in voting system software. equipment failure |hardware; None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
by system ballot packet creation due to a bug in the software

absentee voter management software
(e.g., complete address is cut off).
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Index ID |Source ID Threat Vector Threat Event Vulnerability Category Threat Agent(s) [Potential Mitigation Source Reference
41 3A-3 Delays in printing Litigation delays printing of ballots Timeline for judicial challenges often backs into human- local election None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
ballots deadlines for printing ballots. unintentional official
42 3A4 Printing errors There are errors in the printed ballots (e.g.,[Reliance on third-party ballot printers human- local election None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
mistakes on ballots, printer sending the unintentional official
wrong ballots, etc.).
43 3A-5 Changes to final ballot|There are changes to the candidates on Judicial challenges could result in candidate deemed [human- local election None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
the final ballot. ineligible or candidate dies. unintentional official
44 3A-6 Wrong ballot sent to [Wrong ballot or materials are sent to Ballot packet processing may be a manual or semi- |human- local election None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
voter voter. automated process. unintentional official
45 3A-7 Delay or mistake in Printing delay or mistake in collateral Printer makes mistake or is delayed printing human- local election None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
non-ballot materials |balloting materials (e.g., return envelope |collateral balloting materials. unintentional official
with oath, instructions).
46 3A-8 Last minute change |Last minute change to absentee voting Lawmaking body or court changes rules for human- local election None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
materials and procedures (e.g., late change|absentee voting. unintentional official
to law).
47 3A-9 Lost or delayed A blank ballot is lost or delayed by a mail  [Mail delivery systems are not fully reliable. human- mail employee; None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
delivery service en route to the voter. unintentional ISP technician
48 3A-10 Omission of materials |Omission of information in packet—either |Human error human- local election None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
ballot or collateral materials unintentional official
49 3A-11 Intentional omission |Ballot materials are intentionally incorrect |Insufficient checks and balances on privileged human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
of materials or omitted from ballot packet election process insider(s)
50 3A-12 Ballot production Ballot production software malfunctions, |Election officials may have a single copy of the ballot|human- local election None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
software malfunction |impacts timeframe production software installed on a single computer |unintentional official
51 3A-13 Incorrect voter list Election official accidently generates an Substantive software errors or software human- local election None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
incorrect uocava voter list configuration error unintentional official
52 3A-14 Intentionally incorrect|Election official intentionally generates an |Insufficient checks and balances on privileged human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
voter list incorrect uocava voter list election process insider(s)
53 3B-5 Scanned ballot is Scanned ballot is unreadable Election official scanner does not produce a equipment failure |hardware; None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
unreadable readable attachment software
54 3B-6 Malfunctioning Election official scanner broken Cannot create ballot for email equipment failure |hardware; None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
scanning device software
55 3B-7 Cannot transfer ballot |Ballot image will not transfer from scanner |Software configuration problem equipment failure |hardware; None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
to the election official’s computer software
56 3B-8 Ballot tampering Ballots tampered with prior to sending Election official computer system human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
before sending insider(s)
57 3B-9 List of voter emails Email list of voters is deleted Insufficient integrity protections or access control |human-deliberate [malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
deleted mechanisms on e-mail list insider(s)
58 3B-10 Error in mail merge  |When doing automatic mail merge, Data files or software has a bug that prevents equipment failure |hardware; None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
documents won’t attach to email attachment causing the need for a manual process software
for large amounts of ballot requests
59 3B-11 Incorrect ballot Person attaches wrong ballot or materials |Human error human- local election None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
attached to email to email unintentional official
60 3B-12 Intercepting & Email intercepted and tampered with after |Email is unprotected human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
tampering email sending insider(s)
61 3B-13 Intercepting & Attacker intercepts and blocks email Email is unprotected human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
blocking email outsider(s)
62 3B-14 Email blocked — Outgoing e-mails are blocked due to Improper server configuration (e.g., attachment equipment failure |hardware; None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
improper improper server configuration. limits too small) software
configuration
63 3B-15 Delays in creating Delay in creating digital ballots or collateral |Software error equipment failure |hardware; None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
ballot definitions material software
64 3B-16 Accidental package of |Election official accidentally packages Human error, computer security procedures human- local election None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
malware malware (e.g., tracking mechanisms, unintentional official
scareware) into ballots or collateral
materials
65 3B-17 Intentional malware |Election official intentionally injects Insufficient checks and balances on privileged human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
injection malware (e.g., tracking mechanisms, election process insider(s)
scareware) into ballots or collateral
materials
66 3B-18 Incompatible ballot |Election official creates ballot in Human error human- local election None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
filetype incompatible format (e.g., filetype, unintentional official
papersize)
67 3B-19 Incorrect vrdb export |Vrdb does not properly export some or all |Software error equipment failure |hardware; None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
flagged uocava voters and/or associated software
voter information (e.g., email address,
ballot style)
68 3B-20 Loss of or leaked list |Election official loses or leaks list of voter |Human error, computer security procedures human-deliberate; |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
of voter email emails human- insider(s); local
unintentional election official
69 3B-21 Isp blocks election Isp blocks election official believing they |False positive in network monitoring of isp equipment failure |hardware; None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
office are running a spamming operation. software
70 3B-22 Attacks on Internet  |Hostile group attacks or degrades dns Mx records are necessary for emails to traverse the |human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
infrastructure servers - prevents emails from reaching [Internet outsider(s)
voters
71 3C-2 Errors in generated |There are errors in the generated ballots |Human error or error in the ballot creator software. |human- local election None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
ballots or ballot definition files. unintentional official
72 3C-3 Logic errors in There are logic errors in the generated Human error or error in the ballot creator software. |human- local election None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
generated ballots ballots/ballot definitions (e.g., timing unintentional official
marks are incorrect, n-of-m voting is
incorrect).
73 3C-6 Incorrect ballots The wrong ballots are loaded onto the Failure to provide all information. human- local election None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
placed on webserver |webserver unintentional official
74 3C-7 Server provides The web server/application provides the  [Human error or an error in the voting system human- local election None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
incorrect configured |incorrect ballot style to the voter. software. unintentional official
ballot
75 3C-8 Incorrect account Voter accounts are not configured Human error or an error in the voting system human- local election None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
configuration properly on the web server, so that voters |software. unintentional official
do not receive the proper ballot style.
76 3C-9 Incorrect Passwords/pins are not configured Human error or an error in the voting system human- local election None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
password/pin properly in the voting system. software. unintentional official
configuration
77 3C-10 Password/pin leakage |An attacker learns the passwords/pins for |Passwords/pins could be generated improperly or |human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
voters. insecurely; or, passwords/pins are not properly insider(s)
protected on the voting system.
78 3C-11 Passwords/pins Passwords/pins are stolen by an insider Passwords/pins are generated in plaintext and must [human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
stolen when they are generated or distributed to [be distributed to voters in plaintext. insider(s)
voters.
79 3C-12 Passwords/pins An attacker intercepts passwords/pins en |Passwords/pins are transmitted to voters in human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
interception route. plaintext (typically by mail or email) insider(s)
80 3C-13 Delayed The password/pin is delayed or disrupted |Unreliable mail service, delays associated with mail [equipment failure |hardware; None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
password/pin in transit to the voter. forwarding, or disruptions in e-mail servers. software
81 3C-14 Attacker modifies An attacker gains unauthorized access to |Insecure server configuration or vulnerabilities in human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
voting system webserver and modifies critical voting the voting system software. insider(s)
materials or software.
82 3C-15 Delay in creating Delay in creating digital ballots or collateral |Software error equipment failure |hardware; None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
ballots/materials materials software
83 3C-17 Malware intentionally |Election official intentionally packages Insufficient checks and balances on privileged human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
sent to voter malware (e.g., tracking mechanisms, election process insider(s)
scareware) into ballots or collateral
materials
84 3C-18 Generating weak Election software generates weak Security design flaw equipment failure |hardware; None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
passwords passwords and stores them insecurely software
85 3C-19 3rd party access to Election official or other inside party Insufficient checks and balances on privileged human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
webserver provides access to webserver or web election process insider(s)
application
86 3C-20 Wrong password sent [Wrong password is sent to voter Email client or ballot printer depending on equipment failure |hardware; None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
to voter distribution mechanism software
87 3C-21 Error in pin/password |Election worker improperly creates Pin/password may be lost equipment failure |hardware; None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
packets pin/password packets software
88 3C-22 3rd party intercepts |Hostile individual/group intercepts ballots |Lack of confidentiality and integrity mechanisms in |human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013

ballots

during insecure upload (e.g, via the
Internet, plaintext)

upload process

outsider(s)
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89 3C-23 Webserver infected |Hostile individual/group places malware on|Webservers are openly exposed to the Internet. human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
with malware election webserver outsider(s)
920 3C-24 Denial of service to Hostile group ddoss election webserver Webservers are openly exposed to the Internet. human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
webserver outsider(s)
91 4A-1 Lost or delayed ballot |A marked ballot is lost or delayed by a mail |Foreign and domestic mail services are not fully human- mail employee; None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
in mail service en route to a election official. reliable. unintentional ISP technician
92 4A-2 Error when marking |The voter spoils the ballot by making an Human error, inability to correct mistakes on ballot |human- voter None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
ballot accidental error when marking the ballot. unintentional
93 4A-3 Voter forgets to sign |The voter forgets to sign the affidavit, Affidavits must be hand-signed, which lacks error- |human- voter None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
affidavit which is required for absentee voters. checking mechanisms. unintentional
94 4A-4 Ballot or required Ballot or other required forms are not Human error human- voter None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
forms not in envelope |inserted into return envelope. unintentional
95 4A-5 Return envelope not |Return envelope is not sealed. Human error human- voter None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
sealed unintentional
96 4A-6 The voter receives the wrong ballot style. |Human error human- local election None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
unintentional official
97 4A-7 Ballot not mailed The voter forgets to mail the ballot prior to [Human error human- voter None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
prior to deadline the deadline. unintentional
98 4A-8 Wrong ballot Wrong ballot is returned by voter. Human error; lack of easily-identifying information |human- voter None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
returned on ballots unintentional
99 4A-9 Undue influence Undue influence over voter when voting  [Lack of supervised/controlled environment human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
ballot. outsider(s)
100 4A-10 Ambiguous marks The voter makes ambiguous marks on the [Human error human- voter None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
ballot, which optical scanners and election unintentional
officials may have difficulty interpreting.
101 4A-11 Incorrect address Ballot mailed back incorrectly addressed |There are no mechanisms in place to ensure the human- voter None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
completed application is sent to the correct unintentional
address.
102 4A-12 Insufficient postage |Incorrect or insufficient postage. There are no checks in place to ensure proper human- voter None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
postage. unintentional
103 4A-13 Delivery failure to Ballot delivery failure to election official Voter may not know there was issue with ballot human- mail employee; None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
election official return unintentional ISP technician
104 4A-14 Retrieved by wrong  |Ballot retrieved by someone other than Ballot packets are not stored in a secure manner human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
party intended voter after mail delivery. outsider(s)
105 4A-15 Mail prevented from |Mail system employee intentionally Insufficient checks and balances in mail system human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
reaching voters prevents mail from reaching voters insider(s)
106 4A-16 Mail delivered to Ballots are delivered to incorrect location |Foreign and domestic mail services are not fully human- mail employee; None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
incorrect location reliable. unintentional ISP technician
107 4A-17 Military base cannot |Military base does not have location to Active combat zones may not receive mail human- mail employee; None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
receive ballots receive ballots packets unintentional ISP technician
108 4A-18 Mail employee Mail employee intentionally destroys or Insufficient checks and balances in mail system human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
destroys ballots spoils ballot packets insider(s)
109 4A-19 Ballots lost in Mail lost in mailroom Foreign and domestic mail services are not fully human- mail employee; None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
mailroom reliable. unintentional ISP technician
110 4A-20 Incapacitated voter |Voterinjured or incapacitated and cannot |Military voters may reside within active warzones human- voter None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
cannot retrieve ballot |retrieve ballot packet unintentional
111 4A-21 Mark ballot in an The voter makes personally identifying It is difficult to determine if a voter has encoded a |human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
attempt to sell marks in an attempt to sell their vote selection pattern into a ballot insider(s)
112 4A-22 Voter returns fake The voter intentionally marks and returns |Ballot authentication mechanisms human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
ballot a fake ballot insider(s)
113 4A-23 Malicious object sent |The voter sends a malicious object back to [Malicious object detection processes of mail system |human-deliberate [malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
to election office the election office insider(s)
114 4A-24 3rd party removes 3rd party removes either affidavit or ballot |Ballot packets are not stored in a secure manner human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
affidavit from returned materials before being sent to election official insider(s)
115 4A-25 Use of materials from [The voter uses materials (e.g., ballot, Older election materials may look similar to current |human- voter None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
previous election envelope) from previous election election material unintentional
116 4B-1 Unknown Voter doesn’t know log-in username and |Human error human- voter None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
username/password |password unintentional
117 4B-2 Voter cannot login Voter cannot log in because email client is |Email systems are unreliable equipment failure |hardware; None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
down software
118 4B-3 Voter logs into fake [Voter logs into fake website People are susceptible to phishing attacks human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
website outsider(s)
119 4B-4 Denial of service on e-|Denial of server attack on e-mail system Inoperable email system or because database human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
mail system altered maliciously outsider(s)
120 4B-6 Ems misaddresses A ballot packet is misaddressed by the Ballot packet addressing may be a manual or semi- |human- local election None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
ballot election official during email creation automated process. unintentional official
121 4B-7 Wrong ballot Wrong ballot type is retrieved by voter via |Server compromised human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
retrieved by voter malicious attack outsider(s)
122 4B-8 3rd party retrieves 3rd party retrieves ballot for voter and Multiple individuals may share the same e-mail human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
and deletes ballot deletes ballot address. outsider(s)
123 4B-9 Voter deletes email |Voter accidently deletes email containing [Human error human- voter None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
containing ballot ballot unintentional
124 4B-10 Voter unable to open |Voter unable to open attachments Lacking required software (i.e. adobe) human- voter None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
attachment unintentional
125 4B-11 Voter unable to print [Voter cannot print ballot Voter does not have printer or printer does not human- voter None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
ballot have adequate supplies (e.g. ink, toner, paper) unintentional
126 4B-12 Problem in ballot Ballot cannot be printed or prints Election officials may not optimize ballots for human- local election None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
printing incorrectly printing in countries with alternative printing sizes |unintentional official
and configurations
127 4B-13 Spam filter marks Spam filter marks email as spam Use of third-party bulk e-mailer. equipment failure |hardware; None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
ballot as spam software
128 4B-14 Voter’s system Voter’s system infected with malware Common document formats can contain malware |equipment failure [hardware; None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
infected with software
malware
129 4B-15 Transmission failure |[Emailed ballot not delivered to voter Some email systems cannot deliver emails over a human- voter None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
due to attachment because attachment to large. certain size threshold. unintentional
size
130 4B-16 Voter selections sent |Onscreen marking captures and transmits |Voter’s cpu human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
to 3rd party a voter’s ballot selections to a insider(s)
hostile/individual group.
131 4B-17 Digital ballot not Voter cannot mark choices because ballot |Ballot format/voter’s technology human- voter None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
accessible is not compatible with personal assistive unintentional
technology
132 4B-18 Ambiguous marks on [The voter makes ambiguous marks on the |Human error human- voter None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
ballot ballot which optical scanners and election unintentional
officials may have difficulty interpreting.
133 4B-19 Undue influence Undue influence over voter when marking [Lack of supervised/controlled environment human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
ballot. outsider(s)
134 4B-20 Information not Ballot or other required forms are not Human error human- voter None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
inserted into inserted into return envelope. unintentional
envelope
135 4B-26 Software modifies When onscreen marking is used malicious |Common document formats can contain malware |human- local election None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
voter choices software modifies voter’s choices before unintentional official
printing
136 4C-1 Voter cannot locate |Voter does not know where to find the Insufficient communication with voters. human- voter None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
election website election web site. unintentional
137 4C-2 Voter unable to use [The voter is unable to use the web site. Confusing design, lack of accommodations for human- voter None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
election website voters with disabilities. unintentional
138 4C-3 Voter is unable to The voter is unable to print the ballot and |Voter does not have printer or printer does not human- voter None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
print ballot/materials [associated materials. have adequate supplies (e.g. ink, toner, paper) unintentional
139 4C-14 Denial of service on  |Web site is not accessible due to a denial |Web site is publicly accessible on the Internet. human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
website of service attack. outsider(s)
140 4C-15 Individuals A malicious individual obtains voters’ Passwords/pins could be generated improperly or |human-deliberate [malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
impersonating voters |credentials and impersonates voters. insecurely; or, passwords/pins are not properly outsider(s)
protected on the voting system.
141 4C-16 Voter receives Voter receives the incorrect ballot style. Vulnerability in the voting system allows an attacker |human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
incorrect ballot style to modify election/system files. insider(s)
142 4C-17 Voters redirected to [Voters are redirected to another web site |Vulnerabilities in voters’ computers or network human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
malicious website without their knowledge. infrastructure components (e.g., dns, routing, etc). outsider(s)
143 4C-18 Voter loses Voter loses password/pin prior to the Human error human- voter None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013

password/pin

election.

unintentional
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144 4C-19 Voter does not Voter does not receive login credentials Credential distribution process may be unreliable  |equipment failure |hardware; None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
receive login (e.g., email, mail system) software
credentials
145 4C-20 Voters credentials are [Voters are phished (logs into false site, It is difficult to distinguish between extremely human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
stolen credentials are stolen). attackers cast the |similar websites outsider(s)
voter’s ballot.
146 4C-21 Ballot altered during |Ballot altered in transmission to voter No confidentiality or integrity mechanisms within human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
transmission ballot distribution system insider(s)
147 4C-22 Ballot prints Ballot prints incorrectly (e.g., too small for |Election officials may not optimize ballots for human- local election None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
incorrectly page) printing in countries with alternative printing sizes |unintentional official
and configurations
148 4D-18 Voting server Attackers in control of the voting server  [Vulnerabilities in the voting system server. human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
compromised learn how a large group of voters cast their insider(s)
ballots.
149 4D-19 Malware modify Malware on a voters’ machines modifies |Insecure computers owned and operated by voters. |human-deliberate [malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
ballot before printing |voters’ ballots prior to printing. insider(s)
150 4D-20 Voting server Attackers in control of the voting server  [Vulnerabilities in the voting system server. human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
controlled by 3rd attempt to modify voters’ ballots prior to insider(s)
party printing.
151 4D-22 Voters credentials are [Voters are phished (logs into false site, human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
stolen credentials are stolen) outsider(s)
152 4D-23 3rd party sniffs traffic |Attackers sniff traffic while voters are No confidentiality or integrity mechanisms on votes |human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
to breach privacy casting ballots to learn how they voted in transit to webserver or logic to keep voter’s outsider(s)
selections on their pc
153 4D-25 App engineered to Malicious election official/programmer Insufficient checks and balances on privileged human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
breach privacy engineers web application to violate voter |election process insider(s)
privacy
154 4D-26 Unused credentials  |Election official uses or provides unused |Insufficient checks and balances on privileged human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
provided to 3rd party |login credentials to third party election process insider(s)
155 5A-1 Valid signature A valid voter signature is rejected. Human error in signature verification human- local election None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
rejection unintentional official
156 5A-2 Invalid signature An invalid voter signature is accepted. Human error in signature verification human- local election None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
verification accepted unintentional official
157 5A-3 Timely ballot is A timely ballot is rejected. Human error in determining timeliness. human- local election None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
rejected unintentional official
158 5A-4 Untimely ballot is An untimely ballot is accepted. Human error in determining timeliness. human- local election None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
accepted unintentional official
159 5A-5 Postmark missing or [Postmark date is not present or not Foreign mail systems do not always affix postmarks |human- mail employee; None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
illegible legible. or postmarks are not legible. unintentional ISP technician
160 5A-6 Receipt of voted Voter’s record is not updated to reflect Election official neglects to update voter’s record human- local election None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
ballot not in vrdb that voted ballot has been received. that voted ballot has been received. unintentional official
161 5A-7 Ballot lost or Voted ballot is lost or destroyed at election |Failure/loss of chain of custody of ballots. human- local election None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
destroyed office. unintentional official
162 5A-8 Lost batch of ballots |A batch of ballots is lost or destroyed at Failure/loss of chain of custody of ballots. human- local election None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
the election office unintentional official
163 5A-9 Ballots modified Marked ballots are modified or replaced |Limited integrity protections on marked ballots. human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
during processing during processing. insider(s)
164 5A-10 Vrdb manipulation An attacker manipulates the vrdb to Vulnerabilities/weaknesses in vrdb system. human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
reflect that a voter cast another overriding insider(s)
ballot.
165 5A-11 Accidental loss or Mail service accidentally loses or spoils a  |Foreign and domestic mail services are not fully human- mail employee; None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
spoiled ballot packet [ballot packet reliable. unintentional ISP technician
166 5A-12 Intentional loss or Mail service intentionally loses or spoils a  |Insufficient checks and balances in mail system human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
spoiled ballot packet |ballot packet insider(s)
167 5A-13 Destruction of mail Hostile individual/group destroys election |Poor physical security mechanisms human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
storage location official’s mail storage location outsider(s)
168 5A-14 Ballots replaced with [Hostile individual/group swaps mail in Poor physical security mechanisms human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
unofficial ballots election official’s mailbox with alternative outsider(s)
ballot packets
169 5A-15 Incorrect affidavit Election official finds incorrect signature  |Poor signature verification processes human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
signature accepted on file but considers the signature verified insider(s)
170 5A-16 Software incorrectly |Signature comparison software incorrectly [Signature verification threshold equipment failure |hardware; None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
authenticates voter |authenticates a voter software
171 5A-17 Signature software 3rd party destroys signature comparison |Poor physical security processes human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
destroyed software outsider(s)
172 5A-18 Malicious signature  |Malicious signature comparison software |Poor physical security processes human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
software can correlate voters to a political party and insider(s)
provides false positives
173 5A-19 Election official Election official challenges every ballot Insufficient checks and balances on privileged human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
challenges every election process insider(s)
ballot
174 5A-20 Voter history not Voter history is not updated due to Software error equipment failure |hardware; None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
updated software error software
175 5A-21 Postmark Election official intentionally does not Insufficient checks and balances on privileged human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
intentionally not check reception and postmark dates election process insider(s)
verified
176 5A-22 Postmark not verified |Election official accidentally does not Human error human- local election None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
check reception and postmark dates unintentional official
177 6A-1 Error in ballot A returned ballot is incorrectly transcribed |Human error human- local election None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
transcription to ballot stock or entered onto a dre. unintentional official
178 6A-2 Ballots incorrectly Voted ballots are not accurately counted. |Errors or vulnerabilities in the voting system. human- local election None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
counted unintentional official
179 6A-3 Results incorrectly Election results are not aggregated Errors or vulnerabilities in the ems. human- local election None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
aggregated correctly. unintentional official
180 6A-5 Ballot lost or A voted ballot is lost or destroyed at the  |Failure of loss of chain of custody of ballots human- local election None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
destroyed election office. unintentional official
181 6A-6 Malicious canvassing |Malicious canvasing board accepts ballots |Insufficient checks and balances on privileged human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
board it should not election process insider(s)
182 6A-7 Canvassing board Canvassing board unintentionally accepts |Human error human- local election None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
false positive ballots it should not unintentional official
183 6A-8 Canvassing board Malicious canvasing board rejects ballots it |Insufficient checks and balances on privileged human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
false negative should not election process insider(s)
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184 6A-9 Acceptable Canvassing board unintentionally rejects |Human error human- local election None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
challenged ballots ballots it should not unintentional official
rejected
185 6A-10 Rejected & accepted |Rejected ballots accidently mixed in with  |Human error human- local election None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
ballots mixed accepted ballots unintentional official
186 6A-11 Rejected & accepted |Rejected ballots intentionally mixed in with|Insufficient checks and balances on privileged human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
ballots intentionally |accepted ballots election process insider(s)
mixed
187 6A-12 Ballot accidentally Election worker tears ballot when Human error human- local election None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
damaged removing mail envelope unintentional official
188 6A-13 Unneeded ballot Election worker states ballot transcription |Insufficient checks and balances on privileged human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
transcription isn’t needed when it is election process insider(s)
189 6A-14 Malicious ballot Election official or election worker Insufficient checks and balances on privileged human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
transcription intentionally alter the ballot selections of |election process insider(s)
the original ballot during the transcription
process
190 6A-15 Ballot lost during Ballot lost during transcription process Human error human- local election None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
transcription process unintentional official
191 6A-16 Incorrect election Election management software produces |Software error equipment failure |hardware; None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
result incorrect result software
192 6A-17 Intentionally incorrect|Election software programmed to provide |Software contains errors or malicious code human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
result incorrect results insider(s)
193 6A-18 Election software Election management software does not |Software error equipment failure |hardware; None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
failure start/activate software
194 6A-19 Rejected ballots Election official accidently combines Not implementing ga processes human- local election None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
accidently counted rejected ballots with other election results unintentional official
195 6A-20 Rejected ballots Election official intentionally combines Insufficient checks and balances on privileged human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
intentionally counted |[rejected ballots with other election results |election process insider(s)
196 6A-21 Results altered before |Results are altered before election official |Poor physical and computer security processes human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
reported reports election results insider(s)
197 6A-22 Incorrect result Election official intentionally reports Insufficient checks and balances on privileged human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
intentionally reported |incorrect results election process insider(s)
198 6A-23 Erroneous central Central count scanner software produces |[Software error equipment failure |hardware; None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
count result incorrect result software
199 7A-1 Mail delayed at mail |[Mail is delayed at distribution nodes or Mail may be classified as low priority, or the human- mail employee; None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
control activity mail control activity operational risks are too high. weather may also unintentional ISP technician
introduce delays
200 7A-2 Member no longer at |The voter is no longer at the address on Military voters may not have adequate time to human- voter None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
address the ballot and must be forwarded. inform election officials of their new address when |unintentional
undergoing relocation.
201 7A-3 Ballot not scanned Voted ballot is not scanned for tracking - |Human error. voter trusts the tracking mechanisms [human- local election None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
into mail system the voter believes the ballot is lost when it unintentional official
was actually received
202 7A-4 Voter not known at  |Mail is properly delivered, but the mail If the mail handler does not know the recipient, the |human- mail employee; None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
delivery address handler does not know the voter. ballot will be returned to the sender. unlike unintentional ISP technician
domestic postal delivery, mail is delivered to a unit,
which delivers mail to the voter.
203 7A-5 Voter moves without [A voter transfers without leaving a Human error. there is no formal process to ensure |human- voter None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
leaving forwarding forwarding address. a voter leaves a forwarding address. unintentional
address
204 7A-6 Ballot has incomplete |Incomplete mailing address on ballot. Election officials may be unfamiliar with military human- local election None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
mailing address mailing addresses. critical portions of the address  |unintentional official
may be inadvertently omitted.
205 7A-7 Ballot delayed in Ballots not mailed 45 days prior to the Mail delivery systems are not completely reliable human- local election None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
postal system not election unintentional official
mailed with sufficient
time
206 7A-8 Mail handler Mail handler deliberately discards or delays|Ballots do not remain under tight control. human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
disregards specific ballots from or to a targeted group or insufficient checks and balances on privileged mail insider(s)
ballots jurisdiction. process
207 7A-9 Mail handler A mail handler deliberately discards or Ballots do not remain under tight control. human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
disregards random delays random ballots. insufficient checks and balances on privileged mail insider(s)
ballots process
208 7A-10 Mail lost during mail |Mail is accidently lost during handling and |Human and machine error. mail delivery systems human- mail employee; None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
system handling processing. are not completely reliable unintentional ISP technician
209 7A-11 Outer envelope of Outer envelope of voted ballot is damaged |Envelopes can be damaged by mail handing equipment failure |hardware; None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
ballot equipment or other outside entities. software
damaged/opened
210 7A-12 Voter unable to Voter is unable to pick up delivered mail  [Military mail facilities have limited operating hours, |human- voter None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
retrieve ballot which may not be compatible with a military unintentional
member’s assigned duties.
211 7A-13 Ballot delivered to Ballot is delivered to wrong address Human error. the mail delivery system is not human- mail employee; None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
wrong address completely reliable. unintentional ISP technician
212 7A-14 Ballot incorrectly Ballot may be returned to sender as Human error. the mail delivery system is not human- voter None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
returned to sender undeliverable when the address is actually |completely reliable. unintentional
correct
213 7A-15 Ballot intentionally Mail handler intentionally misdirects a Insufficient checks and balances on privileged mail |human-deliberate |malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
misrouted ballot to the wrong address. process. insider(s)
214 7A-16 Mail system changes |Mail system intercepts and changes ballots |Insufficient checks and balances on privileged mail |human-deliberate [malicious None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
ballots in transit process insider(s)
215 7A-17 Mail not retrieved Mail system does not pick-up mail from Some military zones may be too hostile for mail human- voter None provided in reference. NIST Draft TGDC Risk Worksheets, 8 Jan. 2013
from all areas certain areas (e.g., military bases) carriers unintentional
216 Ti2 Voting equipment Attack on Internet voting system Voting system: remote access to votingsystem; human-deliberate |malicious (1) Only attestable voting platforms Election Assistance Rubin, A. D. (2002). Security considerations for
threats voter attribution insider(s) Commission - Draft remote electronic voting, Communications of the
Election Operations |ACM. 45(12), 39-44.
Assessment Report  |Mote, C. D. Jr. (2000). Report of the national
(Vote by Internet) workshop on Internet voting: issues and research
agenda. ACM International Conference
Proceeding Series, 128, 1 - 59.
217 Ti5 Design the attack Identify requirements and construct the  [Voting system: access to machines / information, human-deliberate |malicious (1) High assurance software Election Assistance  |lefferson, D. (2004) "The Inherent Security
architecture for the malicious software. availability of foreign technical experts, insider(s) Commission - Draft  |Vulneribilities with Internet Voting", Retrieved
susceptibility of vendor staff to bribery / corruption Election Operations  |from http://aceproject.org/ace-
Assessment Report  |en/topics/et/eth/eth02/eth02b/eth02b4
(Vote by Internet)
218 Ti7 Create undervote Create software that records avoteina |Voting system: access to machines / information, human-deliberate |malicious (1) High assurance software (2) Physical vote record |Election Assistance Gardner, Ryan, Alec Yasinsac, Matt Bishop,
race with no voter selection. availability of foreign technical experts, insider(s) (3) Auditing Commission - Draft  |Tadayoshi, Kohno, Zachary Hartley, John Kerski,
susceptibility of vendor staff to bribery / corruption Election Operations [David Gainey, Ryan Walega, Evan Hollander, and
Assessment Report  |Michael Gerke, “ Software Review and Security
(Vote by Internet) Analysis of the Diebold Voting Machine
Software,” Final Report For the Florida
Department of State, July 27, 2007, Retrieved
from http://election.dos.state.fl.us/voting-
systems/pdf/SAlTreport.pdf
219 Ti8 Alter results Create software that alters the machine's |Voting system: access to machines / information, human-deliberate |malicious (1) High assurance software (2) Physical vote Election Assistance Gardner, Ryan, Alec Yasinsac, Matt Bishop,
vote tabulation. availability of foreign technical experts, insider(s) records (3) Auditing Commission - Draft  |Tadayoshi, Kohno, Zachary Hartley, John Kerski,
susceptibility of vendor staff to bribery / corruption Election Operations |David Gainey, Ryan Walega, Evan Hollander, and
Assessment Report  |Michael Gerke, “ Software Review and Security
(Vote by Internet) Analysis of the Diebold Voting Machine
Software,” Final Report For the Florida
Department of State, July 27, 2007, Retrieved
from http://election.dos.state.fl.us/voting-
systems/pdf/SAITreport.pdf
220 Ti9 Delete Create software that deletes contests or |Voting system: access to machines / information, human-deliberate |malicious (1) High assurance software (2) Auditing Election Assistance Gardner, Ryan, Alec Yasinsac, Matt Bishop,
contest/candidate candidates from the ballot that is availability of foreign technical experts, insider(s) Commission - Draft  |Tadayoshi, Kohno, Zachary Hartley, John Kerski,

presented to the voter.

susceptibility of vendor staff to bribery /
corruption+m30

Election Operations
Assessment Report
(Vote by Internet)

David Gainey, Ryan Walega, Evan Hollander, and
Michael Gerke, “ Software Review and Security
Analysis of the Diebold Voting Machine
Software,” Final Report For the Florida
Department of State, July 27, 2007, Retrieved
from http://election.dos.state.fl.us/voting-
systems/pdf/SAITreport.pdf
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221 Til0 Gain necessary To be successful, malicious intruders must [Voting machine, sensitive tech data, tech insiders: |human-deliberate |malicious None provided in reference. Election Assistance Gardner, Ryan, Alec Yasinsac, Matt Bishop,
knowledge acquire information that allows them to access to machines / information, availability of insider(s) Commission - Draft  |Tadayoshi, Kohno, Zachary Hartley, John Kerski,
effectively implement and exercise a foreign technical experts, susceptibility of vendor Election Operations |David Gainey, Ryan Walega, Evan Hollander, and
malware attack. staff to bribery / corruption Assessment Report  |Michael Gerke, “ Software Review and Security
(Vote by Internet) Analysis of the Diebold Voting Machine
Software,” Final Report For the Florida
Department of State, July 27, 2007, Retrieved
from http://election.dos.state.fl.us/voting-
systems/pdf/SAITreport.pdf

222 Till Test the malware Attackers must be able to test the Not modeled: access to machines / information, human-deliberate |malicious None provided in reference. Election Assistance Gardner, Ryan, Alec Yasinsac, Matt Bishop,
software that they will use in a voting availability of foreign technical experts, insider(s) Commission - Draft  |Tadayoshi, Kohno, Zachary Hartley, John Kerski,
system attack. this may require acquisition |susceptibility of vendor staff to bribery / corruption Election Operations |David Gainey, Ryan Walega, Evan Hollander, and
of proprietary software and/or hardware. Assessment Report  |Michael Gerke, “ Software Review and Security

(Vote by Internet) Analysis of the Diebold Voting Machine
Software,” Final Report For the Florida
Department of State, July 27, 2007, Retrieved
from http://election.dos.state.fl.us/voting-
systems/pdf/SAITreport.pdf

223 Til2 Replicate In order to test malware, the attacker Not modeled: access to machines / information, human-deliberate |malicious None provided in reference. Election Assistance Gardner, Ryan, Alec Yasinsac, Matt Bishop,

environment must be able to create an availability of foreign technical experts, insider(s) Commission - Draft  |Tadayoshi, Kohno, Zachary Hartley, John Kerski,
software/hardware environment that is susceptibility of vendor staff to bribery / corruption Election Operations [David Gainey, Ryan Walega, Evan Hollander, and
consistent with the target environment. Assessment Report  |Michael Gerke, “ Software Review and Security
(Vote by Internet) Analysis of the Diebold Voting Machine
Software,” Final Report For the Florida
Department of State, July 27, 2007, Retrieved
from http://election.dos.state.fl.us/voting-
systems/pdf/SAITreport.pdf

224 Til3 Simulate the volume |An essential element of testing is to Not modeled: access to machines / information, human-deliberate |malicious None provided in reference. Election Assistance EAC. (2010). Election Operations Assessment -
simulate transaction high, medium, and availability of foreign technical experts, insider(s) Commission - Draft  |Threat Trees and Matrices and Threat Instance
low volume. susceptibility of vendor staff to bribery / corruption Election Operations  |Risk Analyzer (TIRA) Draft Report.

Assessment Report
(Vote by Internet)

225 Til4 Install the malware  |The attacker install malware on the target |Servers, pc, terminal: poor security during election |[human-deliberate [malicious (1) High assurance software (2) Equipment chain of |Election Assistance Rubin, Avi (2002) "Security Considerations for
device in order to execute the software to |artifacts delivery, insecure voter technology insider(s) custody (3) Equipment two person integrity (4) Commission - Draft Remote Electronic Voting over the Internet"”,
achieve the desired impact. Dedicated use terminal Election Operations  [Floram Park, NJ: AT&T Labs — Research, Retrieved

Assessment Report  |from http://avirubin.com/e-voting.security.html
(Vote by Internet)

226 Til5 Removable media Malware installed from removable media |Servers, pc, terminal: poor security during election |human-deliberate |malicious (1) High assurance software (2) Equipment/media |Election Assistance Gardner, Ryan, Alec Yasinsac, Matt Bishop,
that contracted a virus or other artifacts delivery, insecure voter technology insider(s) chain of custody (3) Equipment/media two person |Commission - Draft  |[Tadayoshi, Kohno, Zachary Hartley, John Kerski,
regenerating malware. integrity (4) Strong media authentication Election Operations |David Gainey, Ryan Walega, Evan Hollander, and

Assessment Report  |Michael Gerke, “ Software Review and Security

(Vote by Internet) Analysis of the Diebold Voting Machine
Software,” Final Report For the Florida
Department of State, July 27, 2007, Retrieved
from http://election.dos.state.fl.us/voting-
systems/pdf/SAITreport.pdf

227 Tile Botnet or systematic |Coordinated effort to install malware Network: poor network security human-deliberate |malicious (1) Voting terminal not network connected (2) Election Assistance  |lefferson, D., A. D. Rubin, B. Simons, and D.

virus infection across a network on a large number of insider(s) Voting server not network connected (3) Strong Commission - Draft  |Wagner. (2004). Analyzing Internet voting
voting terminals. network security Election Operations |security.Communications of the ACM, 47(10), 59-
Assessment Report  [64.
(Vote by Internet)

228 Til7 Vendor installed Malicious software may be installed bya |Not modeled: out of scope human-deliberate |malicious (1) High assurance software (2) Software chain of  |Election Assistance Gardner, Ryan, Alec Yasinsac, Matt Bishop,
member of the vendor's development insider(s) custody (3) Employee background checks (4) Strong |Commission - Draft  |Tadayoshi, Kohno, Zachary Hartley, John Kerski,
team. legal deterrence Election Operations [David Gainey, Ryan Walega, Evan Hollander, and

Assessment Report  |Michael Gerke, “ Software Review and Security

(Vote by Internet) Analysis of the Diebold Voting Machine
Software,” Final Report For the Florida
Department of State, July 27, 2007, Retrieved
from http://election.dos.state.fl.us/voting-
systems/pdf/SAITreport.pdf

229 Til8 During 1&a Malicious software may be installed by a  |Servers, pc, terminal: inability to detect the clever |human-deliberate [malicious (1) High assurance software (2) Equipment chain of |Election Assistance Gardner, Ryan, Alec Yasinsac, Matt Bishop,
member of the logic and accuracy test insider's infiltration of the 1&a test script insider(s) custody (3) Equipment two person integrity (4) Commission - Draft  |Tadayoshi, Kohno, Zachary Hartley, John Kerski,
team. Election official background checks (5) Strong legal [Election Operations [David Gainey, Ryan Walega, Evan Hollander, and

deterrence Assessment Report  |Michael Gerke, “ Software Review and Security
(Vote by Internet) Analysis of the Diebold Voting Machine
Software,” Final Report For the Florida
Department of State, July 27, 2007, Retrieved
from http://election.dos.state.fl.us/voting-
systems/pdf/SAITreport.pdf

230 Ti19 During sleepover Malicious software installed by a Precinct kiosk: poor security during election human-deliberate |malicious (1) High assurance software (2) Strong legal Election Assistance  |Gardner, Ryan, Alec Yasinsac, Matt Bishop,
pollworker or elections official that has artifacts delivery insider(s) deterrence (3) Locked equipment cages for Commission - Draft  |Tadayoshi, Kohno, Zachary Hartley, John Kerski,
exclusive control of the terminal after |1&a sleepover Election Operations |David Gainey, Ryan Walega, Evan Hollander, and
and before the election. Assessment Report  |Michael Gerke, “ Software Review and Security

(Vote by Internet) Analysis of the Diebold Voting Machine
Software,” Final Report For the Florida
Department of State, July 27, 2007, Retrieved
from http://election.dos.state.fl.us/voting-
systems/pdf/SAITreport.pdf

231 Ti20 Trigger the malware |Cause the installed malware to be Servers, pc, terminal: poor security of voting human-deliberate |malicious (1) Strong physical security of devices (2) Poll Election Assistance Gardner, Ryan, Alec Yasinsac, Matt Bishop,
executed on the target device. equipment insider(s) worker background checks (3) Strong legal Commission - Draft  |Tadayoshi, Kohno, Zachary Hartley, John Kerski,

deterrence (4) High assurance software Election Operations [David Gainey, Ryan Walega, Evan Hollander, and
Assessment Report  |Michael Gerke, “ Software Review and Security
(Vote by Internet) Analysis of the Diebold Voting Machine
Software,” Final Report For the Florida
Department of State, July 27, 2007, Retrieved
from http://election.dos.state.fl.us/voting-
systems/pdf/SAITreport.pdf

232 Ti21 Automatic Design the code in a way that allows Servers, pc, terminal: poor security of voting human-deliberate |malicious None provided in reference. Election Assistance  |Gardner, Ryan, Alec Yasinsac, Matt Bishop,
automatic execution. equipment insider(s) Commission - Draft  |Tadayoshi, Kohno, Zachary Hartley, John Kerski,

Election Operations [David Gainey, Ryan Walega, Evan Hollander, and

Assessment Report  |Michael Gerke, “ Software Review and Security

(Vote by Internet) Analysis of the Diebold Voting Machine
Software,” Final Report For the Florida
Department of State, July 27, 2007, Retrieved
from http://election.dos.state.fl.us/voting-
systems/pdf/SAITreport.pdf

233 Ti22 Cryptic knock Design the code to wait for a specific, Servers, pc, terminal: overcoming the defense human-deliberate |malicious (1) Strong physical security of devices (2) Poll Election Assistance Gardner, Ryan, Alec Yasinsac, Matt Bishop,
external action to trigger its full operation. |against cryptic knocks insider(s) worker background checks (3) Strong legal Commission - Draft  |Tadayoshi, Kohno, Zachary Hartley, John Kerski,

deterrence (4) High assurance software Election Operations |David Gainey, Ryan Walega, Evan Hollander, and
Assessment Report  |Michael Gerke, “ Software Review and Security
(Vote by Internet) Analysis of the Diebold Voting Machine
Software,” Final Report For the Florida
Department of State, July 27, 2007, Retrieved
from http://election.dos.state.fl.us/voting-
systems/pdf/SAITreport.pdf

234 Ti23 Timing Utilize a timing trigger to start malware Servers, pc, terminal: poor security of voting human-deliberate |malicious None provided in reference. Election Assistance Gardner, Ryan, Alec Yasinsac, Matt Bishop,
execution. equipment insider(s) Commission - Draft  |Tadayoshi, Kohno, Zachary Hartley, John Kerski,

Election Operations [David Gainey, Ryan Walega, Evan Hollander, and

Assessment Report  |Michael Gerke, “ Software Review and Security

(Vote by Internet) Analysis of the Diebold Voting Machine
Software,” Final Report For the Florida
Department of State, July 27, 2007, Retrieved
from http://election.dos.state.fl.us/voting-
systems/pdf/SAITreport.pdf

235 Ti24 Network attack Malicious act targeting the network that  |Servers, pc, terminal, network device: poor network [human-deliberate |malicious None provided in reference. Election Assistance Rubin, Avi (2002) "Security Considerations for
supports the voting system. security, poor security configuration by admin insider(s) Commission - Draft Remote Electronic Voting over the Internet"”,

Election Operations
Assessment Report
(Vote by Internet)

Floram Park, NJ: AT&T Labs — Research, Retrieved
from http://avirubin.com/e-voting.security.html
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Vulnerability-Threat Database (VTDb)

Threat Agent

Index ID |Source ID Threat Vector Threat Event Vulnerability Category Threat Agent(s) [Potential Mitigation Source Reference

236 Ti25 Denial of service Attempt to prevent voting system Servers, pc, terminal, network device: poor network |human-deliberate |[malicious (1) Service redundancy (2) Strong network security |Election Assistance Rubin, Avi (2002) "Security Considerations for
operation. security, poor security configuration by admin outsider(s) Commission - Draft Remote Electronic Voting over the Internet"”,

Election Operations  |Floram Park, NJ: AT&T Labs — Research, Retrieved

Assessment Report  |from http://avirubin.com/e-voting.security.html

(Vote by Internet) NIST Andrew Regenscheid and Nelson Hastings, A
Threat Analysis on UOCAVA Voting Systems.
NISTIR 7551, December 2008, Retrieved from
http://vote.nist.gov/uocava-threatanalysis-
final.pdf Mote, C. D. Jr.
(2002).Report of the national workshop on
Internet voting: issues and research agenda. ACM
International Conference Proceeding Series, 129,
1-59.

237 Ti26 Flood voting terminal |Creating a high volume of traffic to prevent|Servers, pc, terminal, network device: poor network [human-deliberate [malicious (1) Redundancy (2) Strong network security Election Assistance Rubin, Avi (2002) "Security Considerations for
legitimate information from flowing security, poor security configuration by admin outsider(s) Commission - Draft  |Remote Electronic Voting over the Internet",
to/from the voting terminal.. Election Operations  [Floram Park, NJ: AT&T Labs — Research, Retrieved

Assessment Report  |from http://avirubin.com/e-voting.security.html
(Vote by Internet)

238 Ti27 Flood voting server  |Creating a high volume of traffic to prevent|Servers, pc, terminal, network device: poor network [human-deliberate [malicious (1) Redundancy (2) Strong network security Election Assistance Rubin, Avi (2002) "Security Considerations for
legitimate information from flowing security, poor security configuration by admin outsider(s) Commission - Draft Remote Electronic Voting over the Internet"”,
to/from the voting server.. Election Operations  |Floram Park, NJ: AT&T Labs — Research, Retrieved

Assessment Report  [from http://avirubin.com/e-voting.security.html
(Vote by Internet)
239 Ti28 Flood supporting Creating a high volume of traffic to prevent|Servers, pc, terminal, network device: poor network [human-deliberate |malicious (1) Strong network security Election Assistance Rubin, Avi (2002) "Security Considerations for
network legitimate information from flowing across |security, poor security configuration by admin outsider(s) Commission - Draft  |Remote Electronic Voting over the Internet",
the supporting network. Election Operations  [Floram Park, NJ: AT&T Labs — Research, Retrieved
Assessment Report  |from http://avirubin.com/e-voting.security.html
(Vote by Internet)
240 Ti29 Disable voting Destroy or otherwise disable a critical Servers, pc, terminal, network device: poor network |human-deliberate |[malicious (1) Strong physical security Election Assistance Rubin, Avi (2002) "Security Considerations for
component voting system component to stop or slow [security, poor security configuration by admin outsider(s) Commission - Draft  |Remote Electronic Voting over the Internet",
voting in targeted areas. Election Operations  |Floram Park, NJ: AT&T Labs — Research, Retrieved
Assessment Report  |from http://avirubin.com/e-voting.security.html
(Vote by Internet)
241 Ti32 Compromise network |Attacker exploits a vulnerability that allows |Network device: poor network security, poor human-deliberate |malicious (1) Strong network security Election Assistance Rubin, Avi (2002) "Security Considerations for
device her to control or alter communication on a |security configuration by admin insider(s) Commission - Draft Remote Electronic Voting over the Internet"”,
network device. Election Operations  |Floram Park, NJ: AT&T Labs — Research, Retrieved
Assessment Report  [from http://avirubin.com/e-voting.security.html
(Vote by Internet)
242 Ti33 Intercept voter Attack on a network device allows attacker |Network device: poor network security, poor human-deliberate |malicious (1) Strong network security Election Assistance Rubin, Avi (2002) "Security Considerations for
transaction to intercept traffic during a voting session. |security configuration by admin insider(s) Commission - Draft Remote Electronic Voting over the Internet"”,
Election Operations [Floram Park, NJ: AT&T Labs — Research, Retrieved
Assessment Report  |from http://avirubin.com/e-voting.security.html
(Vote by Internet)
243 Ti34 Insert manipulated Attack on a network device allows attacker [Network device: poor network security, poor human-deliberate |malicious (1) Strong network security (2) Auditing Election Assistance  [Jefferson, D., A. D. Rubin, B. Simons, and D.
transaction to insert a manipulated message into a security configuration by admin insider(s) Commission - Draft  |Wagner. (2004). Analyzing Internet voting
voting session. Election Operations |security.Communications of the ACM, 47(10), 59-
Assessment Report  (64.
(Vote by Internet)
244 Ti36 Malicious admin Attacker compromises voting server Network server: admin susceptibility to bribery and |human-deliberate |malicious (1) Strong network security (2) Strong legal Election Assistance Rubin, Avi (2002) "Security Considerations for
account security by establishing an admin account. [coercion insider(s) deterrence Commission - Draft Remote Electronic Voting over the Internet"”,
Election Operations  |Floram Park, NJ: AT&T Labs — Research, Retrieved
Assessment Report  [from http://avirubin.com/e-voting.security.html
(Vote by Internet)
245 Ti38 Inject malware Install malicious software on a device so  |Network server: poor network security, poor human-deliberate |malicious (1) High Assurance software (2) Two person Election Assistance Rubin, Avi (2002) "Security Considerations for
that it can later execute on that device. security configuration by admin insider(s) integrity (3) Strong network security (4) Strong legal |Commission - Draft Remote Electronic Voting over the Internet"”,
deterrence Election Operations  [Floram Park, NJ: AT&T Labs — Research, Retrieved
Assessment Report  |from http://avirubin.com/e-voting.security.html
(Vote by Internet)

246 Ti39 Create the malware |Design, code, and test the software Not modeled: access to machines / information, human-deliberate |malicious None provided in reference. Election Assistance Rubin, Avi (2002) "Security Considerations for
artifact that will be used to attack the availability of foreign technical experts, insider(s) Commission - Draft  |Remote Electronic Voting over the Internet",
voting system. susceptibility of vendor staff to bribery / corruption Election Operations  |Floram Park, NJ: AT&T Labs — Research, Retrieved

Assessment Report  |from http://avirubin.com/e-voting.security.html

(Vote by Internet) Jefferson, D., A. D. Rubin, B. Simons, and D.
Wagner. (2004). Analyzing Internet voting
security.Communications of the ACM, 47(10), 59-
64.

247 Ti4l Flip votes Create software that will record a vote that|Not modeled: access to machines / information, human-deliberate |malicious (1) High Assurance Software (2) Effective auditing |Election Assistance Rubin, Avi (2002) "Security Considerations for

is different from the voter's selection. availability of foreign technical experts, insider(s) (3) Auditing Commission - Draft Remote Electronic Voting over the Internet"”,
susceptibility of vendor staff to bribery / corruption Election Operations  [Floram Park, NJ: AT&T Labs — Research, Retrieved
Assessment Report  |from http://avirubin.com/e-voting.security.html
(Vote by Internet)

248 Tid4 Delete races Create software that deletes contests Not modeled: access to machines / information, human-deliberate |malicious (1) High Assurance Software (2) Effective auditing |Election Assistance Gardner, Ryan, Alec Yasinsac, Matt Bishop,
from the ballot that is presented to the availability of foreign technical experts, insider(s) (3) Auditing Commission - Draft  |Tadayoshi, Kohno, Zachary Hartley, John Kerski,
voter. susceptibility of vendor staff to bribery / corruption Election Operations |David Gainey, Ryan Walega, Evan Hollander, and

Assessment Report  |Michael Gerke, “ Software Review and Security

(Vote by Internet) Analysis of the Diebold Voting Machine
Software,” Final Report For the Florida
Department of State, July 27, 2007, Retrieved
from http://election.dos.state.fl.us/voting-
systems/pdf/SAITreport.pdf

249 Ti60 Discard the ballot Malware terminates the session, Remote voter: susceptibility to bribery, coercion, human-deliberate |malicious (1) High assurance software (2) Auditing Election Assistance Rubin, Avi (2002) "Security Considerations for
convincing the voter that the ballot was and deception insider(s) Commission - Draft Remote Electronic Voting over the Internet"”,
cast, but without casting the ballot. Election Operations  [Floram Park, NJ: AT&T Labs — Research, Retrieved

Assessment Report  |from http://avirubin.com/e-voting.security.html
(Vote by Internet)
250 Ti69 Receive, mark, return Remote voter: personnel training or integrity issues; |human-deliberate [malicious None provided in reference. Election Assistance EAC. (2010). Election Operations Assessment -
their ballot faulty authentication outsider(s) Commission - Draft  |Threat Trees and Matrices and Threat Instance
Election Operations  |Risk Analyzer (TIRA) Draft Report.
Assessment Report
(Vote by Internet)
251 Ti71 Vote attribution Type of attack that is enabled by a voter  [Remote voter: susceptibility to bribery and coercion [human-deliberate |malicious (1) Receipt-free voting system Election Assistance EAC. (2010). Election Operations Assessment -
attack being able to prove how they vote. outsider(s) Commission - Draft  |Threat Trees and Matrices and Threat Instance
Election Operations  |Risk Analyzer (TIRA) Draft Report.
Assessment Report
(Vote by Internet)

252 Ti73 Recruit brokers Vote buyer recruits brokers to reach move [Remote voter: susceptibility to bribery and coercion [human-deliberate |malicious (1) Strong legal deterrence Election Assistance EAC. (2010). Election Operations Assessment -
voters and to protect himself from legal outsider(s) Commission - Draft  |Threat Trees and Matrices and Threat Instance
ramifications. Election Operations  |Risk Analyzer (TIRA) Draft Report.

Assessment Report
(Vote by Internet)
253 Ti74 Identify prospective |Vote buyer engages voters that are willing |Remote voter: susceptibility to bribery and coercion [human-deliberate [malicious (1) Strong legal deterrence Election Assistance Estep, Bill, "Clay Co. vote-buying investigation
vote sellers to sell their votes. outsider(s) Commission - Draft  |keeps expanding" Lexington Herald-Leader,
Election Operations [Monday, May. 18, 2009
Assessment Report  |http://www.kentucky.com/181/story/799167.ht
(Vote by Internet) ml

254 Ti75 Send instructions Vote buyer communicates the actions that |Remote voter: susceptibility to bribery and coercion [human-deliberate |malicious (1) Legal deterrence Election Assistance EAC. (2010). Election Operations Assessment -
the vote sellers take to accomplish the outsider(s) Commission - Draft  |Threat Trees and Matrices and Threat Instance
transaction. Election Operations  |Risk Analyzer (TIRA) Draft Report.

Assessment Report
(Vote by Internet)
255 Ti78 Voter coercion Attacker influences voter via threat or Remote voter: susceptibility to bribery and coercion [human-deliberate |malicious (1) Voter training (2) Receipt-free voting system (3) |Election Assistance |Jefferson, D., A. D. Rubin, B. Simons, and D.
intimidation. outsider(s) Strong legal deterrence Commission - Draft  |Wagner. (2004). Analyzing Internet voting
Election Operations |security.Communications of the ACM, 47(10), 59-
Assessment Report  |64. Mote, C. D. Jr. (2002).Report of the national
(Vote by Internet) workshop on Internet voting: issues and research
agenda. ACM International Conference
Proceeding Series, 129, 1-59.
256 Ti79 Pay voter not to vote |Attacker pays a voter to not cast a ballot at [Remote voter: susceptibility to bribery and coercion |human-deliberate [malicious (1) Strong legal deterrence Election Assistance Hasen, Richard L., "Vote Buying" California Law

all.

outsider(s)

Commission - Draft
Election Operations
Assessment Report
(Vote by Internet)

Review, Vol. 88, p. 1323, October 2000; Loyola-LA
Legal Studies, Retrieved from
http://ssrn.com/abstract=257564.
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Vulnerability-Threat Database (VTDb)

Threat Agent
Index ID |Source ID Threat Vector Threat Event Vulnerability Category Threat Agent(s) [Potential Mitigation Source Reference
257 Tig80 Compromise Identify and exploit weaknesses in the Network device, server, pc: attacker access to tools, [human-deliberate |malicious (1) High assurance software Election Assistance Gardner, Ryan, Alec Yasinsac, Matt Bishop,
cryptography system's cryptography implementation. techniques, and information insider(s) Commission - Draft  |Tadayoshi, Kohno, Zachary Hartley, John Kerski,
Election Operations |David Gainey, Ryan Walega, Evan Hollander, and
Assessment Report  |Michael Gerke, “ Software Review and Security
(Vote by Internet) Analysis of the Diebold Voting Machine
Software,” Final Report For the Florida
Department of State, July 27, 2007, Retrieved
from http://election.dos.state.fl.us/voting-
systems/pdf/SAITreport.pdf
258 Tis1 Compromise key Identify and exploit weaknesses in the Network device, server, pc: attacker access to tools, |human-deliberate [malicious (1) High assurance software Election Assistance Gardner, Ryan, Alec Yasinsac, Matt Bishop,
management system's key management process. techniques, and information insider(s) Commission - Draft  |Tadayoshi, Kohno, Zachary Hartley, John Kerski,
Election Operations |David Gainey, Ryan Walega, Evan Hollander, and
Assessment Report  |Michael Gerke, “ Software Review and Security
(Vote by Internet) Analysis of the Diebold Voting Machine
Software,” Final Report For the Florida
Department of State, July 27, 2007, Retrieved
from http://election.dos.state.fl.us/voting-
systems/pdf/SAITreport.pdf
259 Ti82 Compromise Identify and exploit weaknesses in the Network device, server, pc: attacker access to tools, |human-deliberate [malicious (1) High assurance software Election Assistance Gardner, Ryan, Alec Yasinsac, Matt Bishop,
randomness system's random number generation. techniques, and information insider(s) Commission - Draft  |Tadayoshi, Kohno, Zachary Hartley, John Kerski,
Election Operations [David Gainey, Ryan Walega, Evan Hollander, and
Assessment Report  |Michael Gerke, “ Software Review and Security
(Vote by Internet) Analysis of the Diebold Voting Machine
Software,” Final Report For the Florida
Department of State, July 27, 2007, Retrieved
from http://election.dos.state.fl.us/voting-
systems/pdf/SAITreport.pdf
260 Ti83 Other protocol Identify and exploit weaknesses in other |Network device, server, pc: attacker access to tools, |human-deliberate [malicious (1) High assurance software Election Assistance Gardner, Ryan, Alec Yasinsac, Matt Bishop,
compromise security protocols. techniques, and information insider(s) Commission - Draft  |Tadayoshi, Kohno, Zachary Hartley, John Kerski,
Election Operations |David Gainey, Ryan Walega, Evan Hollander, and
Assessment Report  |Michael Gerke, “ Software Review and Security
(Vote by Internet) Analysis of the Diebold Voting Machine
Software,” Final Report For the Florida
Department of State, July 27, 2007, Retrieved
from http://election.dos.state.fl.us/voting-
systems/pdf/SAITreport.pdf
261 Ti85 Register as a fictitious |Use a fake id to register as a fictitious voter|Authenticate voter: soft verification process human-deliberate |malicious Verification process should be improved; make use |Election Assistance |Jones, D. W. (2005, October).Threats to voting
person outsider(s) of machine that can differentiate between fake and |Commission - Draft  |systems. Position paper for the NIST workshop on
original Id's Election Operations [Threats to Voting Systems, Gaithersburg, MD.
Assessment Report
(Vote by Internet)
262 Ti107 Manipulate ballot Attacker alters the ballot definition to Votable ballot: faulty validation process; personnel |human-deliberate |malicious (1) High assurance software (2) Legal deterrence Election Assistance NIST Andrew Regenscheid and Nelson Hastings, A
definition manipulate voter selections. training or integrity issues insider(s) Commission - Draft  |Threat Analysis on UOCAVA Voting Systems.
Election Operations  |NISTIR 7551, December 2008, Retrieved from
Assessment Report  |http://vote.nist.gov/uocava-threatanalysis-
(Vote by Internet) final.pdf
263 Til09 Manipulate voted Changing selections on voted ballots. Marked ballot: faulty validation process; personnel |human-deliberate [malicious (1) High assurance software (2) Legal deterrence Election Assistance  |Yasinsac, Alec, Breno de Medeiros, David Gainey,
ballots training or integrity issues insider(s) Commission - Draft  [John Kerski, Zachary Hartley, Ryan Walega, and
Election Operations |[Michael Gerke, “ Software and Security Review
Assessment Report  |for Elections Systems and Software iVotronic
(Vote by Internet) Firmware Versions 9.1.8.0 and 9.2.0.0%,
Supplemental Report, For the Florida Department
of State, August 14, 2007.
Yasinsac, Alec, D. Wagner, M. Bishop, T. Baker, B.
de Medeiros, G. Tyson, M. Shamos, and M.
Burmester, “Software Review and Security
Analysis of the ES&S iVotronic 8.0.1.2 Voting
Machine Firmware, Final Report”, Security and
Assurance in Information Technology (SAIT)
Laboratory, Florida State University, February 23,
2007.
Yasinsac, Alec, John Kerski, David Gainey, Michael
Gerke, Kristine Amari, and Donald Newell,
“Software Review and Security Analysis of the
Diebold Voting Machine Software”, TSX
Supplement, For the Florida Department of State,
September 28, 2007.
264 Til14 Human error mis- Voter marks the wrong selection indicator, |Eligible voter: voting machine interface human- voter (1) Voter training Election Assistance  [Yasinsac, A. and Bishop. M. (2008). The Dynamics
mark i.e. does not properly match the selection unintentional Commission - Draft  |of Counting and Recounting Votes.|IEEE S&P
indicator to their preferred choice. Election Operations |Magazine, 6(3), 22-29.
Assessment Report  |Yasinsac, A. and Bishop, M. (2008). Of Paper Trails
(Vote by Internet) and Voter Receipts.Proceedings of the 41st
Hawaii International Conference on System
Sciences.
265 Ti1l5 Ballot design flaw The ballot structure or presentation Votable ballot: faulty testing process; personnel human- local election (1) Rigorous ballot design testing Election Assistance  |Gardner, Ryan, Alec Yasinsac, Matt Bishop,
causes voters to make selection errors. training or integrity issues unintentional official Commission - Draft  |Tadayoshi, Kohno, Zachary Hartley, John Kerski,
Election Operations |David Gainey, Ryan Walega, Evan Hollander, and
Assessment Report  |Michael Gerke, “ Software Review and Security
(Vote by Internet) Analysis of the Diebold Voting Machine
Software,” Final Report For the Florida
Department of State, July 27, 2007, Retrieved
from http://election.dos.state.fl.us/voting-
systems/pdf/SAITreport.pdf
266 Thi19 Unlikely voters Make lists of voters very unlikely to vote  |Voter lists: access to voter lists and ability to human-deliberate |malicious chain of custody controls on voter registration lists, |Election Assistance Jones, D. W. (2005, October).Threats to voting
this election determine voters not likely to vote outsider(s) if not public information Commission - Draft  |systems. Position paper for the NIST workshop on
Election Operations [Threats to Voting Systems, Gaithersburg, MD.
Assessment Report
(Hand-Counted Paper
Ballot)
267 Thi20 Assign impersonator |Supply attackers with information about  [Poll workers, authenticate voter: poll workers human-deliberate |malicious physical and environmental protection, audit and Election Assistance EAC. (2010). Election Operations Assessment -
to voter unlikely voter (e.g., name and gender) fooled by unknown attacker with valid voter outsider(s) accountability, identification and authentication Commission - Draft  |Threat Trees and Matrices and Threat Instance
information Election Operations  |Risk Analyzer (TIRA) Draft Report.
Assessment Report
(Hand-Counted Paper
Ballot)
268 Thi24 Register as an Recruit registers impersonators as People being recruited: corruptibility or vulnerability|human-deliberate [malicious strengthen the controls in the ElectionSystem Election Assistance  |Jones, D. W. (2005, October).Threats to voting
housemate housemates / roommates of recruits outsider(s) Commission - Draft  |systems. Position paper for the NIST workshop on
Election Operations |Threats to Voting Systems, Gaithersburg, MD.
Assessment Report
(Hand-Counted Paper
Ballot)
269 Thi26 Recruit cell captains |Recruit cell captains People being recruited: corruptibility or vulnerability|human-deliberate [malicious personnel security, including strong sanctions/laws |Election Assistance EAC. (2010). Election Operations Assessment -
of political loyalists of political leader insider(s) against violators, and background checks, multi- Commission - Draft  |Threat Trees and Matrices and Threat Instance
person, multi-party controls, awareness and Election Operations  |Risk Analyzer (TIRA) Draft Report.
training for potential insider recruits Assessment Report
(Hand-Counted Paper
Ballot)
270 Th127 Motivate cell captains |[Educate and motivate cell captains in People being recruited: insulation of lead attacker |human-deliberate |malicious personnel security, including strong sanctions/laws |Election Assistance EAC. (2010). Election Operations Assessment -
deniable ways from discovery insider(s) against violators, and background checks, multi- Commission - Draft  |Threat Trees and Matrices and Threat Instance
person, multi-party controls, awareness and Election Operations  |Risk Analyzer (TIRA) Draft Report.
training for potential insider recruits Assessment Report
(Hand-Counted Paper
Ballot)
271 Th128 Recruit attackers Cell captains recruit more attackers Voters: corruptibility of potential impersonators; human-deliberate |malicious personnel security, including strong sanctions/laws |Election Assistance  |lones, D. W. (2005, October).Threats to voting
resources of attackers insider(s) against violators, and background checks, multi- Commission - Draft  |systems. Position paper for the NIST workshop on
person, multi-party controls, awareness and Election Operations [Threats to Voting Systems, Gaithersburg, MD.
training for potential insider recruits Assessment Report
(Hand-Counted Paper
Ballot)
272 Th130 Supply rewards Cell captain provides all required rewards [Voters: susceptibility of insiders to bribery and human-deliberate |malicious personnel security, including strong laws against Election Assistance EAC. (2010). Election Operations Assessment -
out of own pocket corruption insider(s) vote fraud, sanctions against violators and Commission - Draft  |Threat Trees and Matrices and Threat Instance
colluders, background checks, awareness and Election Operations  |Risk Analyzer (TIRA) Draft Report.
training for voters and poll workers, physical and Assessment Report
environmental protection, limiting access to polling |(Hand-Counted Paper
place and providing polling place patrols Ballot)
273 Th133 Force least- Force least-objectionable candidate voting |Votable ballot: lack of acceptable candidates human- local election system and information integrity-9, allow for "none- |Election Assistance  |VNOTA (2006) Vote for None of the Above,

objectionable choice

running for office

unintentional

official

of-the above" choices in contests

Commission - Draft
Election Operations
Assessment Report

(Hand-Counted Paper

Ballot)

Retrieved from http://nota.org

8 of 23




Federal VVoting Assistance Program
Comparative Risk Analysis of the Current UOCAVA Voting System and an Electronic Alternative Report
Vulnerability-Threat Database (VTDb)

Threat Agent

Index ID |Source ID Threat Vector Threat Event Vulnerability Category Threat Agent(s) [Potential Mitigation Source Reference

274 Th135 Tamper with poll Tamper with poll book to add no-show Poll book: unsecured poll book; lack of supervision |human-deliberate |malicious personnel security, multi-person, multi-party Election Assistance EAC. (2010). Election Operations Assessment -
book voters insider(s) controls, transparency of process, election law Commission - Draft  |Threat Trees and Matrices and Threat Instance

governing polling place operations, voter awareness |Election Operations  |Risk Analyzer (TIRA) Draft Report.
and training, auditing and accountability, physical |Assessment Report
and environmental controls at the polling place (Hand-Counted Paper

Ballot)

275 Th137 Falsely reject voter Falsely reject voter claiming they are not  |Checking, check poll book, authenticate voter: human-deliberate |malicious provide appeal process for oversight of poll worker |Election Assistance EAC. (2010). Election Operations Assessment -

registration registered unwillingness or inability of voters to appeal poll insider(s) Commission - Draft  |Threat Trees and Matrices and Threat Instance
workers' decisions Election Operations  |Risk Analyzer (TIRA) Draft Report.
Assessment Report
(Hand-Counted Paper
Ballot)
276 Thi39 Use poor audit Use poor auditing processes and Election audit, validate precinct results: poor human-deliberate; |malicious revise auditing practices or procedures to audit Election Assistance EAC. (2010). Election Operations Assessment -
process procedures auditing practices or procedures human- insider(s); local manipulation Commission - Draft  |Threat Trees and Matrices and Threat Instance
unintentional election official Election Operations  |Risk Analyzer (TIRA) Draft Report.
Assessment Report
(Hand-Counted Paper
Ballot)
277 Th148 Discard / destroy Use private access to discard or destroy a |Precinct close out, deliver to jurisdiction, etc. any  |human-deliberate |malicious Ballot accounting, chain of custody, personnel Election Assistance EAC. (2010). Election Operations Assessment -
markedballots box of markedballots (fail to replace) activity where one person or a group of insider(s) screening Commission - Draft  |Threat Trees and Matrices and Threat Instance
collaborating people, can gain private access to a Election Operations  |Risk Analyzer (TIRA) Draft Report.
physical ballot box.: for any system based on Assessment Report
physical ballots, each ballot is a constrained data (Hand-Counted Paper
item (cdi). it is a well known security principle that Ballot)
the
278 Th153 Vote using more than |Vote early and regular, or absentee and Authenticate voter remote, voter list, voter human-deliberate |malicious system and information integrity-improve integrity |Election Assistance |Jones, D. W. (2005, October).Threats to voting
one method provisional as a form of ballot box stuffing |information, authenticate voter, authentication outsider(s) of voter lists, identification and authentication- Commission - Draft  |systems. Position paper for the NIST workshop on
rules, jurisdiction: inability to or failure to cross- authenticate voters Election Operations [Threats to Voting Systems, Gaithersburg, MD.
check poll books for different voting methods Assessment Report
within a single place (jurisdiction) (Hand-Counted Paper
Ballot)
279 Thi54 Vote in more than Vote in two neighboring states or multiple [Voter list, voter information, authenticate voter, human-deliberate; |malicious system and information integrity-improve integrity |Election Assistance |Jones, D. W. (2005, October).Threats to voting
one place precincts with registrations in more than |authentication rules, jurisdiction: inability to or human- outsider(s); voter |of voter lists, identification and authentication- Commission - Draft  |systems. Position paper for the NIST workshop on
one place failure to cross-check voter lists across multiple unintentional authenticate voters Election Operations [Threats to Voting Systems, Gaithersburg, MD.
jurisdictions Assessment Report
(Hand-Counted Paper
Ballot)
280 Th157 By undoing voter Erase or otherwise undo voter's mark on  |Marked ballots, especially prior to counting: insider |human-deliberate [malicious ballot chain of custody procedures; post-election Election Assistance EAC. (2010). Election Operations Assessment -
marks ballot access to ballots; lack of oversight / chain of outsider(s) review of ballots Commission - Draft  |Threat Trees and Matrices and Threat Instance
custody of ballots Election Operations  |Risk Analyzer (TIRA) Draft Report.
Assessment Report
(Hand-Counted Paper
Ballot)

281 Thi65 Insert unauthorized |Insert unauthorized physical ballots into  |Commit ballot: cannot bind a paper ballot to a human-deliberate |malicious Ballot box attendant, probably not particular Election Assistance EAC. (2010). Election Operations Assessment -
physical ballots into  |the ballot box voter. for a physical ballot box with a slot, a voter insider(s) effective Commission - Draft  |Threat Trees and Matrices and Threat Instance
the ballot box may stack several ballots and insert them at the Election Operations  |Risk Analyzer (TIRA) Draft Report.

same time. Assessment Report
(Hand-Counted Paper
Ballot)
282 Th168 By marking ballot Alter markedballots by marking selections [Precinct close out, deliver to jurisdiction, etc. any  |human-deliberate |malicious establish ballot chain of custody procedures, Election Assistance  |Jones, D. W. (2005, October).Threats to voting
that either exploit undervotes or cause activity where one person or a group of outsider(s) including ballot distribution security, physicaland |Commission - Draft  |systems. Position paper for the NIST workshop on
overvotes collaborating people, can gain private access to other access controls on ballots, anti-counterfeit Election Operations |Threats to Voting Systems, Gaithersburg, MD.
physical ballots.: paper ballots have no "final form" measures, serial ballot numbering, and personnel  |Assessment Report
status. that is, they can be marked after the voter policies related to access; auditing and (Hand-Counted Paper
has cast the ballot. for any system based on physica accountability procedures Ballot)
283 Thi69 Selectively recount Selectively recount by county or precinct [Validate total, recount: election law human-deliberate |malicious election law, awareness and training, transparent  |Election Assistance EAC. (2010). Election Operations Assessment -
insider(s) processes, multi-person, multi-party controls, audit |{Commission - Draft  |Threat Trees and Matrices and Threat Instance
and accountability Election Operations  |Risk Analyzer (TIRA) Draft Report.
Assessment Report
(Hand-Counted Paper
Ballot)
284 Thi70 With physical damage [Tamper with ballots by doing physical One voter: unobserved physical access to paper human-deliberate |malicious physical access controls Election Assistance EAC. (2010). Election Operations Assessment -
damage insider(s) Commission - Draft  |Threat Trees and Matrices and Threat Instance
Election Operations  |Risk Analyzer (TIRA) Draft Report.
Assessment Report
(Hand-Counted Paper
Ballot)
285 Thi74 Mislead about Mislead voters about correct commitment |One voter: poll workers have discretion to instruct |human-deliberate |malicious personnel security, multi-person, multi-party Election Assistance EAC. (2010). Election Operations Assessment -
committing ballot of ballot voters and voters do not tend to read informative outsider(s) controls, transparency of process, election law Commission - Draft  |Threat Trees and Matrices and Threat Instance
signs governing polling place operations, voter awareness |Election Operations  |Risk Analyzer (TIRA) Draft Report.
and training, auditing and accountability, physical |Assessment Report
and environmental controls at the polling place (Hand-Counted Paper
Ballot)
286 Th251 With invalidating Alter physical ballots by making illegal Precinct close out, deliver to jurisdiction, etc. any  |human-deliberate |malicious establish ballot chain of custody procedures, Election Assistance  |Jones, D. W. (2005, October).Threats to voting
marks marks that will invalidate ballots during activity where one person or a group of insider(s) including ballot distribution security, physicaland |Commission - Draft  |systems. Position paper for the NIST workshop on
hand count or hand recount. collaborating people, can gain private access to other access controls on ballots, anti-counterfeit Election Operations [Threats to Voting Systems, Gaithersburg, MD.
physical ballots.: paper ballots have no "final form" measures, serial ballot numbering, and personnel |Assessment Report
status. that is, they can be marked after the voter policies related to access; auditing and (Hand-Counted Paper
has cast the ballot. for any system based on physica accountability procedures Ballot)
287 Th252 Stuff during canvass |Inject ballot box (of physical ballots) during|Validate total, process remote ballots: after the human-deliberate |malicious Ballot watermarking, ballot accounting, registration [Election Assistance |Chan, Sharon P. (2008), "Tuesday election a huge
or recount canvass or recount election, during the validate process, ballot boxes insider(s) reconciliation Commission - Draft  [test for King County after 2004 mistakes," Seattle
may be placed where they will be found in storage Election Operations |Times, October 31, 2008, Retrieved from
rooms, elections officials' cars, etc. Assessment Report http://seattletimes.nwsource.com/html/governo
(Hand-Counted Paper |rsrace/2008333581_kingelexoffice31m.html on
Ballot) March 8, 2009.
288 Th253 Disallow legitimate Challenge the authenticity of legitimate Validate total, recount: cannot bind a ballot to a human-deliberate |malicious planning: establish clear and effective rules for Election Assistance  |Jones, D. W. (2005, October).Threats to voting
ballots ballots, including erroneous authenticity  |voter insider(s) ballot adjudication; personnel security: implement |Commission - Draft  |systems. Position paper for the NIST workshop on
challenges, disqualifying marks, etc. personnel sanctions; awareness and training Election Operations [Threats to Voting Systems, Gaithersburg, MD.
Assessment Report
(Hand-Counted Paper
Ballot)
289 Th254 Manipulate duplicate |Alter the ballot to be counted, or Ballot box accounting, recount, validate jurisdiction |human-deliberate [malicious personnel management, chain of custody rules Election Assistance EAC. (2010). Election Operations Assessment -
ballots mishandle to allow both the original and  |results, ballot delivery: marked ballots cannot be insider(s) Commission - Draft  |Threat Trees and Matrices and Threat Instance
duplicate to be counted bound to the voter, so detecting multiple votes by / Election Operations  |Risk Analyzer (TIRA) Draft Report.
for the same voter is difficult to detect and / or Assessment Report
prevent. (Hand-Counted Paper
Ballot)
290 Th405 Confuse voters with |Poor ballot design that confuses or Validate ballot style, checked in voter: weak human-deliberate |malicious use ballot design checklist, implement usability Election Assistance Norden, Lawrence, Kimball, David, Quesenbery,
poor ballot design misleads voters during voting process, or |reviewing process of a ballot design insider(s) testing, review and amend election laws Commission - Draft  |Whitney, and Chen, Margaret (2008) “Better
fails to prevent voter errors in marking Election Operations  [Ballots.” July 20 2008, Retrieved from Brennan
ballot Assessment Report  |Center for Justice,
(Hand-Counted Paper |http://www.brennancenter.org/content/resourc
Ballot) e/better_ballots
291 Th503 Selectively challenge |Selectively challenge voters, such as Voter check in: ability of poll workers or collusions |human-deliberate |malicious personnel security, multi-person, multi-party Election Assistance  |Jones, D. W. (2005, October).Threats to voting
voters "undesirable" voters in polling place of poll workers to control voter checking; lack of insider(s) controls, transparency of process, election law Commission - Draft  |systems. Position paper for the NIST workshop on
oversight governing polling place operations, voter awareness [Election Operations |Threats to Voting Systems, Gaithersburg, MD.
and training, auditing and accountability, physical  |Assessment Report
and environmental controls at the polling place (Hand-Counted Paper
Ballot)
292 Th505 With phony voter Assist voter at precinct to verify bought Sign poll book, validate precinct results: failureto  |human-deliberate [malicious audit and accountability audit precinct results and |Election Assistance  |Jones, D. W. (2005, October).Threats to voting
assistant vote; voter requests assistance in order to |authenticate voter's assistant; failure to detect insider(s) investigate any unusual voting patterns, suchasa |Commission - Draft  |systems. Position paper for the NIST workshop on
earn reward from assistant unusual patterns of assistance (same assistant, high percentage of voter assistance or repeated Election Operations [Threats to Voting Systems, Gaithersburg, MD.
higher than normal assistance) assistance by the same assistant; prevent by asking |Assessment Report
voter for reason assistance needed (Hand-Counted Paper
Ballot)
293 Th506 By splitting contests |Split candidates for the same office onto  |Validate ballot style: weak reviewing process of a human-deliberate |malicious * use ballot design checklist, implement usability Election Assistance Norden, Lawrence, Kimball, David, Quesenbery,
up different pages or columns ballot design insider(s) testing, review and amend election laws (* note the |Commission - Draft  |Whitney, and Chen, Margaret (2008) “Better
above also applies to thread id # 557 - 568), Election Operations |Ballots.” July 20 2008, Retrieved from Brennan
list all candidates for the same race on the same Assessment Report  |Center for Justice,
page in the same column (Hand-Counted Paper |http://www.brennancenter.org/content/resourc
Ballot) e/better_ballots

294 Th507 Falsely announce Falsely announce tabulation results; Unofficial results, report results: dependence on human-deliberate |malicious security-related activity planning, chain of custody |Election Assistance  |Jones, D. W. (2005, October).Threats to voting

results announcement of tabulation result key election official(s) with centralized power to insider(s) of results of the tabulation process, including access |Commission - Draft  [systems. Position paper for the NIST workshop on

ignoring actual ballots

announce / certify result

control policies and procedures, separation of
duties, physical access controls, auditing and
accountability, such as verifying results against
tabulated; incident monitoring and reporting;
making whole process more transparent to media
and public

Election Operations
Assessment Report
(Hand-Counted Paper
Ballot)

Threats to Voting Systems, Gaithersburg, MD.
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Threat Agent
Index ID |Source ID Threat Vector Threat Event Vulnerability Category Threat Agent(s) [Potential Mitigation Source Reference
295 Th508 By spreading Place response options on both sides of  |Validate ballot style: weak reviewing process of a human-deliberate |malicious place response options (such as fill-in-the-ovals) in a|Election Assistance Norden, Lawrence, Kimball, David, Quesenbery,
response options candidate names ballot design insider(s) consistent place on the ballot, such as one side of |Commission - Draft  |Whitney, and Chen, Margaret (2008) “Better
candidate names or ballot or ballot question choices|Election Operations |Ballots.” July 20 2008, Retrieved from Brennan
Assessment Report  |Center for Justice,
(Hand-Counted Paper |http://www.brennancenter.org/content/resourc
Ballot) e/better_ballots
296 Th516 With complex Fail to write short, simple instructions Validate ballot style: weak reviewing process of a human-deliberate |malicious write short instructions with simple words Election Assistance Norden, Lawrence, Kimball, David, Quesenbery,
instructions ballot design insider(s) Commission - Draft  |Whitney, and Chen, Margaret (2008) “Better
Election Operations |Ballots.” July 20 2008, Retrieved from Brennan
Assessment Report  |Center for Justice,
(Hand-Counted Paper |http://www.brennancenter.org/content/resourc
Ballot) e/better_ballots
297 Th521 By keeping Leave columns or rows for disqualified Validate ballot style: failure to remove disqualified |[human-deliberate |malicious remove the entire column or row for any candidate |Election Assistance Norden, Lawrence, Kimball, David, Quesenbery,
disqualified candidates candidates from ballot; failure to inform voters of insider(s) or party that has been withdrawn or disqualified Commission - Draft  |Whitney, and Chen, Margaret (2008) “Better
candidates disqualified candidates (not just the candidate or party name) Election Operations |Ballots.” July 20 2008, Retrieved from Brennan
Assessment Report Center for Justice,
(Hand-Counted Paper |http://www.brennancenter.org/content/resourc
Ballot) e/better_ballots
298 Th522 With inconsistent Inconsistently design ballots in formatting |Validate ballot style: weak reviewing process of a human-deliberate |malicious use consistent format and style for every contest Election Assistance Norden, Lawrence, Kimball, David, Quesenbery,
formats and style ballot design insider(s) and voting action Commission - Draft  |Whitney, and Chen, Margaret (2008) “Better
Election Operations  |Ballots.” July 20 2008, Retrieved from Brennan
Assessment Report Center for Justice,
(Hand-Counted Paper |http://www.brennancenter.org/content/resourc
Ballot) e/better_ballots Frisina, Laurin,
Herron, Michael C., Honaker, James, Lewis, Jeffrey
B. (2008) "Ballots Formats, Touchscreens, and
Undervotes: A Study of the 2006 Midterm
Elections in Florida", Election Law Journal: Rules,
Politics, and Policy. March 2008, 7(1): 25-47. DOI:
10.1089/elj.2008.7103
299 Th523 Switch box during Substitute ballot box (add, discard, change |One voter, ballot delivery: failure to take the details [human-deliberate |malicious physical and environmental protection-Delivery and |Election Assistance  [Jones, D. W. (2005, October).Threats to voting
transport ballots) during transport to central of the person transferring the votes to the central insider(s) Removal, , personnel security-Third Party personnel [Commission - Draft  |systems. Position paper for the NIST workshop on
location location security Election Operations [Threats to Voting Systems, Gaithersburg, MD.
Assessment Report
(Hand-Counted Paper
Ballot)
300 Th524 By omitting useful Omit shading to help voters differentiate [Validate ballot style: weak reviewing process of a human-deliberate |malicious shade certain text, such as office name to help Election Assistance Norden, Lawrence, Kimball, David, Quesenbery,
shading between voting tasks ballot design insider(s) voters to differentiate between voting tasks Commission - Draft  [Whitney, and Chen, Margaret (2008) “Better
Election Operations |Ballots.” July 20 2008, Retrieved from Brennan
Assessment Report  |Center for Justice,
(Hand-Counted Paper |http://www.brennancenter.org/content/resourc
Ballot) e/better_ballots
301 Th528 By subverting ballot |Tamper with ballot design so that ballot  |Votable ballots: failure of tests to detect all human-deliberate |malicious establish ballot chain of custody procedures, Election Assistance EAC. (2010). Election Operations Assessment -
rotation rotation is subverted anomalies insider(s) including ballot distribution security, physicaland |Commission - Draft  |Threat Trees and Matrices and Threat Instance
other access controls on ballots, anti-counterfeit Election Operations  |Risk Analyzer (TIRA) Draft Report.
measures, serial ballot numbering, and personnel |Assessment Report
policies related to access; auditing and (Hand-Counted Paper
accountability procedures Ballot)
302 Th530 By expected voting Select a precinct that follows a particular  |Polling place: increasing availability (i.e. web-based) |human-deliberate |malicious personnel security, including Position Election Assistance EAC. (2010). Election Operations Assessment -
pattern voting pattern making it easier to carry out |of election results reported by precinct, for which insider(s) Categorization and Personnel Sanctions Commission - Draft  |Threat Trees and Matrices and Threat Instance
the attack attacker can select a precinct based on the voting Election Operations  |Risk Analyzer (TIRA) Draft Report.
pattern the precinct follows Assessment Report
(Hand-Counted Paper
Ballot)
303 Th531 Alter results Results will be transmitted to county Precinct result: attacker can alter the transmission |human-deliberate [malicious security-related activity planning, chain of custody |Election Assistance  |Jones, D. W. (2005, October).Threats to voting
transmission elections department on the election of precinct results by adding a counterfeit ballot insider(s) of results of the tabulation process, including access |Commission - Draft  |systems. Position paper for the NIST workshop on
night. there are chances that the precinct |box, ignoring the provisional votes etc.,. control policies and procedures, physical access Election Operations |Threats to Voting Systems, Gaithersburg, MD.
results might be altered before controls, auditing and accountability; incident Assessment Report
transmitting them to the elections monitoring and reporting; making whole process (Hand-Counted Paper
department. more transparent to media and public Ballot)
304 Th532 Subvert reported Impersonate poll worker reporting Get precinct results flow chart: poll worker human-deliberate |malicious security-related activity planning, chain of custody |Election Assistance  |Jones, D. W. (2005, October).Threats to voting
results preliminary precinct results; malicious impersonation to alter the precinct result insider(s) of results of the tabulation process, including access |Commission - Draft  |systems. Position paper for the NIST workshop on
outsider threatens the poll worker to control policies and procedures, physical access Election Operations [Threats to Voting Systems, Gaithersburg, MD.
disclose false results to the jurisdiction so controls, auditing and accountability; incident Assessment Report
as to change the election outcome. monitoring and reporting; making whole process (Hand-Counted Paper
more transparent to media and public Ballot)
305 Th549 Mislead w/phony Mislead voters by announcing phony last- |Eligible voter, signed in voter: susceptibility of human-deliberate |malicious personnel security, multi-person, multi-party Election Assistance EAC. (2010). Election Operations Assessment -
ballot change minute ballot change voters to believe what was being informed by the insider(s) controls, transparency of process, election law Commission - Draft  |Threat Trees and Matrices and Threat Instance
poll worker governing polling place operations, voter awareness |Election Operations  |Risk Analyzer (TIRA) Draft Report.
and training, auditing and accountability, physical |Assessment Report
and environmental controls at the polling place (Hand-Counted Paper
Ballot)
306 Th550 Mislead w/one party [Mislead voters by announcing that only Eligible voter, signed in voter: susceptibility of human-deliberate |malicious personnel security, multi-person, multi-party Election Assistance EAC. (2010). Election Operations Assessment -
only ruse one party is allowed to vote voters to believe what was being informed by the insider(s) controls, transparency of process, election law Commission - Draft  |Threat Trees and Matrices and Threat Instance
poll worker governing polling place operations, voter awareness |Election Operations  |Risk Analyzer (TIRA) Draft Report.
and training, auditing and accountability, physical |Assessment Report
and environmental controls at the polling place (Hand-Counted Paper
Ballot)
307 Th552 Modify Modify poll books for audit; modify Check poll book for authenticate voter, poll worker |human-deliberate [malicious audit monitoring, analysis, and reporting Election Assistance EAC. (2010). Election Operations Assessment -
electionartifacts logbooks and log data used in audit logs for precinct closeout: lack of management insider(s) Commission - Draft  |Threat Trees and Matrices and Threat Instance
oversight over poll worker, election-official, auditor Election Operations  |Risk Analyzer (TIRA) Draft Report.
Assessment Report
(Hand-Counted Paper
Ballot)
308 Th554 Subvert audit data Poll worker changes audit data Precinct audit data: lack of management oversight |human-deliberate [malicious audit monitoring, analysis, and reporting Election Assistance EAC. (2010). Election Operations Assessment -
over poll worker, election-official, auditor insider(s) Commission - Draft  |Threat Trees and Matrices and Threat Instance
Election Operations  |Risk Analyzer (TIRA) Draft Report.
Assessment Report
(Hand-Counted Paper
Ballot)
309 Th555 Mishandle audit Swap, replace, hide, mislay, or mislabel Precinct audit data: unintentional -vulnerability to |human-deliberate; |malicious audit monitoring, analysis, and reporting Election Assistance EAC. (2010). Election Operations Assessment -
batch batch of audit data; e.g. poll worker or human error due to carelessness; intentional - human- insider(s); Commission - Draft  |Threat Trees and Matrices and Threat Instance
election-official incorrectly labels batch of |[mislabel batch to cover fraud from being detected |unintentional malicious Election Operations  |Risk Analyzer (TIRA) Draft Report.
audit data outsider(s); voter; Assessment Report
local election (Hand-Counted Paper
official; mail Ballot)
employee; ISP
technician
310 Th566 Delay voters with Delay voters by failing to properly assist Voter: poor poll worker performance; lack of human-deliberate; |malicious planning, including rules of behavior; poll worker Election Assistance EAC. (2010). Election Operations Assessment -
poor assistance oversight human- insider(s); local awareness and training; and personnel policies, Commission - Draft  |Threat Trees and Matrices and Threat Instance
unintentional election official including sanctions for poor performance Election Operations  |Risk Analyzer (TIRA) Draft Report.
Assessment Report
(Hand-Counted Paper
Ballot)
311 The03 Add fraudulent result |Inject fake votes to a back-end tabulating [Marked ballots, especially prior to counting: poor  |[human-deliberate |malicious increase physical security; Election Assistance Kohno, Tadayoshi, Adam Stubblefield, Aviel D.
data authority by impersonating a legitimate physical security ballot boxes insider(s) Commission - Draft Rubin, and Dan S. Wallach. "Analysis of an
precinct Election Operations |Electronic Voting System," February 24, 2004,
Assessment Report  |Retrieved from http://avirubin.com/vote.pdf
(Hand-Counted Paper
Ballot)
312 Th604 Destroy registered A third party working on behalf of voter Registered cards: lack of management oversight human-deliberate |malicious Get the details from third party and mail the voter |Election Assistance Ballotpedia (2008) Illegal third-party registration
cards registration encourages people to register |over third party insider(s) Id's to the votes instead asking third party to Commission - Draft  |conduct<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>